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I-SPECIAL CONDITIONS

ARTICLE 1.1 - PURPOSE OF THE GRANT

L1.I  The Commission has decided to award a grant, under the terms and conditions set out in
the Special Conditions, the General Conditions and the Annexes to the agreement, which
the beneficiaries hereby declare that they have taken note of and accept, for the action
entitted System of Maps - Assessing Risk of Terrorism against Critical
Infrastructures in Big Events Rallies ("the action").

L1.2  The beneficiaries accept the grant and undertake to do everything in their power to carry
out the action as described in Annex I, acting on their own responsibility.

ARTICLE 1.2 - DURATION
12.1  The agreement shall enter into force on the date when the 1a$t of the two parties signs.

[.2.2  The action shall run for 24 months from the first day of the month following the date
when the last party signs (“the starting date of the action™).

ARTICLE 1.3 - ROLE OF THE BENEFICIARIES
131  The co-ordinator shall: |

a) have full responsibility for ensuring that the action is implemented in accordance with the
agreement;

b) be the intermediary for all communication between the co-beneficiaries and the Commission
in accordance with Article 1.8. Any claims that the Commission might have in respect of the
agreement shall be addressed to, and answered by, the co-ordinator, save where specifically
stated otherwise in the agreement;

c) be responsible for supplying all documents and information to the Commission which may be
required under the agreement, in particular in relation to the requests for payment. The co-
ordinator shall not delegate any part of this task to the co-beneficiaries or to any other party.
Where information from the co-beneficiaries is required, the co-ordinator shall be responsible
for obtaining and verifying this information and for passing it on to the Commission;

d) inform the co-beneficiaries of any event of which the co-ordinator is aware that is liable to
substantially affect the implementation of the action;
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e} inform the Commission of transfers between headings of eligible costs, as provided in Article
14.4;

f) make the appropriate arrangements for providing the financial guarantee or the joint guarantee
of the beneficiaries participating in the action; when requested, under the provisions of Article
L5,

g) establish the payment requests on behalf of the beneficiaries, detailing the exact share and
amount assigned to each beneficiary, in accordance with the agreement, the estimated eligible’
costs as foreseen in Annex I, and the actual costs incutred. All payments by the Commission
are made to the bank account(s) referred to in paragraph 1 of Article 1.7,

h) where designated the sole recipient of payments on behalf of all of the beneficiaries, ensure
that all the appropriate payments are made to the co-beneficiaries without unjustified delay in
accordance with paragraph 3 of Article 1.7 and shall inform the Commission of the
distribution of the Union financial contribution between the co-beneficiaries and of the date of
transfer, upon request from the Commission,

i) be responsible, in the event of audits, checks or evaluations, as described in Articles 11.20 and
11.6, for providing all the necessary documents, including the accounts of the co-beneficiaries,
the original accounting documents and signed copies of sub-contracts, if any have been
concluded by the beneficiaries in accordance with Article IL.9.

1.3.2 The co-beneficiaries shall:
a) agree upon appropriate arrangements between themselves for the proper performance of
the action;

b) forward to the co-ordinator the data needed to draw up the reports, financial statements and
other documents provided for in the agreement including its Annexes;

¢) ensure that all information to be provided to the Commission is sent via the co-ordmator
save where the agreement specifically stipulates otherwise;

d) inform the co-ordinator immediately of any event liable to substantially affect or delay the
implementation of the action of which they are aware;

e) inform the co-ordinator of transfers between headings of eligible costs, as provided in
Article 1.4.4;

f) provide the co-ordinator with all the necessary documents in the event of audits, checks of
evaluations, as described in Articles I1.20 and IL.6.

ARTICLE 1.4 - BREAKDOWN OF COSTS - FINANCING THE ACTION

1.4.1  The total cost of the action is estimated at EUR 315,553.88, as shown in the estimated
budget in Annex II. The estimated budget shall give a detailed breakdown of the costs
that are eligible for Union funding under the terms of Article .14, of any other costs that
the action may entail, and of all receipts, so that receipts and costs balance.

The estimated budget in Annex II shall include a table indicating the breakdown of
estimated eligible costs and receipts between each beneficiary. The table shall be agreed
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collectively by the beneficiaries and shall be deemed to form an integral part of the
estimated budget of the agreement.

142 The total eligible costs of the action for which the Union grant is awarded are estimated
at EUR 315,553.88, as shown in the estimated budget in Annex II,

Indirect costs are eligible for flat-rate funding of 6.8347% of the total direct costs

eligible, to the conditions laid down in Article 11.14.3, The amount of this flat rate

financing cannot exceed EUR 50.000,

143  The Commission shall contribute a maximum of EUR 220,887.71, equivalent to 70% of
the estimated total eligible costs indicated in paragraph 2. The final amount of the grant
shall be determined as specified in Article 11.17, without prejudice to Article I1.19.

The Union grant may not finance the entire costs of the action. The amounts and sources
of co-financing other than from Union funds shall be set out in the estimated budget
referred to in paragraph 1. The Commission does not accept that the external co-financing
referred to above should be partially or entirely made up of contributions in kind,
notwithstanding the provisions of article I1.14.5.

1.44 By way of derogation from Article II.13, the co-ordinator may, in agreement with the co-
beneficiaries, when carrying out the action, adjust the estimated budget by transfers
between headings of eligible costs, provided that this adjustment of expenditure does not
affect implementation of the action and the transfer between headings does not exceed
10% of the amount of each heading of estimated eligible costs for which the transfer is
intended, and without exceeding the total eligible costs indicated in paragraph 2. The co-
ordinator shall inform the Commission in writing.

ARTICLE 1.5 - PAYMENT ARRANGEMENTS
I.5.1  Pre-financing

Within 45 calendar days of the date when the last of the parties signs the agreement, a
pre-financing payment of EUR 132,532.62 shall be made to the co-ordinator, representing
60 % of the amount specified in Article 1.4.3.

1.5.2 Interim Payment
Articles I1.15.2 and I1.15.3 are not applicable.
I.5.3  Payment of the balance

The request for payment of the balance shall be accompanied by the final technical
implementation report and financial statement, including a consolidated statement and a
breakdown between each beneficiary, specified in Article IL.15.4 and by a certificate on the
action's financial statements and underlying accounts for each amount exceeding 100 000
EUR per beneficiary, produced by an approved auditor/a competent and independent
public. ‘

The Commission shall have 90 days to approve or reject the report and to pay thg balance. in
accordance with Article 11.17, or to request additional supporting documents or information
5/86
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under the procedure laid down in Article 11.15.4. The co-ordinator shall have 30 calendar

days in which to submit additional information or a new report,

The Commission may suspend the period for payment in accordance with the procedure in
Article 11.16.2.

5.4  Exchange rate applicabie for the conversion of currencies into euro

Payments shall be made by the Commission in euro. The co-ordinator shall submit the
payment requests in accordance with article 1.5.3, including the underlying financial
statements, in euro. By way of derogation from article I1.16.1, any conversion of actual costs
into euro shall be made by the beneficiary at the monthly accounting rate established by the
Commission and published on its website applicable on the day when the cost was incurred.

ARTICLE 1.6 - SUBMISSION OF REPORTS AND OTHER DOCUMENTS

The provisions relating to the submission of the technical implementation reports, financial
statements and other documents referred to in Article 1.5 are contained in Annex III.

The final technical implementation reports, financial statements and other documents referred to
in Article I.5 must be submitted by the co-ordinator in two paper copies, if possible in English
within three months following the closing date of the action specified in Article 1.2.2. An
electronic version of all reports, surveys, CD-ROMs, DVDs and other documents produced within
the framework of the project must also be provided.

The financial statement shall follow the structure of the estimated budget and use the same
description of the headings as per the estimate budget. »

ARTICLE 1.7 - BANK ACCOUNT

1.7.1  All payments shall be made to the co-ordinator's bank account or sub-account denominated
in euros, as indicated below; '

Name of bank: I NTESA SAN PAOLO S.P.A.
Address of branch: Via Silvio Pellico 16 —
20121 Milano — Italy
Precise denomination of the account holder; Comune di Milano
Full account number (including bank codes): 00000300001
IBAN account code: IT15 V 03069 01783 100000300001

1.7.2. This account or sub-account must identify the payments made by the Commission for
carrying out the action for which the grants is awarded. If the funds paid to this account yield
interest or equivalent benefits under the law of the State on whose territory the account/s is/are
opened, such interest or benefits shall, if they are generated by pre-financing payments, be
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provision shall not apply to recipients of a grant which are public authorities of the

Member States of the European Union,

ARTICLE L8 - GENERAL ADMINISTRATIVE PROVISIONS

1.8.1.  Any communication addressed to the Commission in connection with the agreement shall.

be in writing, indicating the number of the agreement, and shall be sent to the following
addresses:

For the Commission:

European Commission

Directorate-General Home Affairs

Head of Unit 'A4 - Financial Support - Internal Security’
DG HOME/A4 1.X46, 04/116

B-1049 BRUSSELS

1.8.2  Ordinary mail shall be considered to have been received by the Commission on the date
on which it is formally registered by the Commission unit responsible referred to above.

183  Any communication from the Commission to the co-ordinator and/or co-beneficiaries
and vice versa shall be made via the co-ordinator, save where specifically indicated
otherwise in the agreement. It shall indicate the number of the agreement and shall be

. sent to the following address:

COMUNE DI MILANO
Ms Maura Gambarana
EU Affairs Officer
Via Silvio Pellico 1 -
20121 Milano ITALY

ds.polcomunitarie@comune.milano.it

1.8.4  Any change of address by the co-ordinator shall be communicated in writing to the
Commission. :

 ARTICLE 1.9 - LAW APPLICABLE AND COMPETENT COURT

The grant is governed by the terms of the agreement, the Union rules applicable and, on a
subsidiary basis, by the law of Belgium relating to grants.

The beneficiaries may bring legal proceedings regarding decisions by the Commission concerning
the application of the provisions of the agreement and the arrangements for implementing it before
the General Court of the European Union and, in the event of appeal, the Court of Justice,

ARTICLE 1.10 - FINANCIAL RESPONSIBILITY
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By derogation from Article I1.18, any amount claimed from a beneficiary shall not exceed the

contribution it is entitled to receive according to the agreement.

ARTICLE 1.11 ~- DATA PROTECTION

All personal data contained in the agreement shall be processed in accordance with Regulation
(EC) No 45/2001 of the European Parliament and of the Council on the protection of individuals
with regard to the processing of personal data by the Union institutions and bodies and on the free
movement of such data. Such data shall be processed solely in connection with the
implementation and follow-up of the agreement by the data protection officer in Directorate-
General Home Affairs, without prejudice to the possibility of passing the data to internal audit
services, to the Court of Auditors, to the Financial Irregularities Panel and/or to the European
Anti-Fraud Office (OLAF) for the purposes of safeguarding the financial interests of the Union.

Beneficiaries may, on written request, gain access to their personal data and correct any
information that is inaccurate or incomplete. They should address any questions regarding the
processing of their personal data to the data protection officer in Directorate-General Home
Affairs. Beneficiaries may lodge a complaint against the processing of their personal data with the
European Data Protection Supervisor at any time.

ARTICLE 1.12 - OTHER SPECIAL CONDITIONS

112.1  Costs of EU officials and organisations receiving operating grants

The payment of honoraria, fees or the reimbursement of costs incurred due to the
participation in the project of civil servants (including national experts, other agents or staff)
of the Institutions or Agencies of the European Union, may not be charged to the budget of
the project.

If such costs incurred the costs are only eligible if the regular budget of the organisation
does not cover these costs and the tasks are not listed in the statutory a_nnual work
programme of the organisation, ) o

The above conditions should also apply to costs incurred due to the participation of staff
members. of bodies receiving an operating grant from the budget of the European Union.

L12.1 Proof of expenditure

Notwithstanding Article I1.14.1, indent 4, expenses corresponding to actual payments
made by the co-ordinator or co-beneficiaries as listed in Annex 1, and supported by
invoices with a proof of payment shall be considered as eligible.
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II- GENERAL CONDITIONS

PART A - LEGAL AND ADMINISTRATIVE PROVISIONS

ARTICLE IL1 - LIABILITY

IL1.1

Im.2

Ii.1.3

IL.1.4

The beneficiaries shall be responsible for complying with any legal obligations
incumbent on them.

The Commission shall not, in any circumstances or on any grounds, be held liable in the
event of a claim under the agreement relating to any damage caused during the action's
execution. Consequently, the Commission will not entertain any request for indemnity or
reimbursement accompanying any such claim.

Except in cases of force majeure, the beneficiaries shall make good any damage sustained
by the Commission as a result of the execution or faulty execution of the action.

The beneficiaries shall bear sole liability vis-a-vis third parties, including for damage of
any kind sustained by them while the action is being carried out.

ARTICLE II.2 - CONFLICT OF INTERESTS

I1.2.1

1122

I11.2.3

The beneficiaries undertake to take all the necessary measures to prevent any risk of
conflicts of interests which could affect the impartial and objective performance of the
agreement. Such conflict of interests could arise in particular as a result of economic
interest, political or national affinity, family or emotional reasons, or any other shared
interest. : - '

Any situation constituting or likely to lead to a conflict of interests during the performance
of the agreement must be brought to the attention of the Commission, in writing, without
delay. The beneficiaries shall undertake to take whatever steps are necessary to rectify this
situation at once.

The Commission reserves the right to check that the measures taken are appropriate aqd
may demand that the beneficiaries take additional measures, if necessary, within a certain

time,
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ARTICLE I1.3 - OWNERSHIP/USE OF THE RESULTS

[1.3.1 Unless stipulated otherwise in this agreement, ownership of the results of the action,

including industrial and intellectual property rights, and of the reports and other documents

relating to it shall be vested in the beneﬁclary

I1.3.2 Without prejudice to paragraph 1, the beneficiary grants the Commission the right to make
free use of the results of the action as it deems fit, provided it does not thereby breach its
confidentiality obligations or existing industrial and intellectual property rights.

ARTICLE I1.4 - CONFIDENTIALITY

The Commission and the beneficiaries undertake to preserve the confidentiality of any document,
information or other material directly related to the subject of the agreement that is duly classed as
confidential, if disclosure could cause prejudice to the other party. The parties shall remain bound
by this obligation beyond the closing date of the action,

ARTICLE 11.5 - PUBLICITY

IL5.1 Unless the Commission requests otherwise, any communication or publication by the
beneficiaries collectively or any one of the beneficiaries individually about the action,

including at a conference or seminar, shall indicate that the action has received funding

from the Union.

Any communication or publication by the beneficiaries collectively or any one of the
beneficiaries individually, in any form and medium, shall indicate that sole responsibility
lies with the author and that the Commission is not responsible for any use that may be
made of the information contained therein.

I.5.2  The beneficiaries authorise the Commission to publish the following information in any
form and medium, including via the Internet:
¢ the beneficiaries’ ﬂames and addresses,
e the subject and purpose of the grant,
» the amount granted and the proportion of the action’s total cost covered by the funding.

Upon a reasoned and duly substantiated request by the co-ordinator, the Commission may
agree to forgo such publicity if disclosure of the information indicated above would risk
compromising the beneficiaries’ security or prejudicing their commercial interests.
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ARTICLE 11.6 - EVALUATION

Whenever the Commission carries out an interim or final evaluation of the action's impact
measured against the objectives of the Union programme concerned, the co-ordinator with the
support. of the co-beneficiaries undertake to make available to the Commission and/or persons
authorised by it all such documents or information as will allow the evaluation to be successfully
completed and to give them the rights of access specified in Article I1.20.

éRTICLE I1.7 - SUSPENSION

IL7.1  The co-ordinator, in agreement with the co-beneficiaries, may suspend implementation of
the action if exceptional circumstances make this impossible or excessively difficult,
notably in the event of force majeure. The co-ordinator shall inform the Commission
without delay, giving all the necessary reasons and details and the foreseeable date of
resumption.

I.72 If the Commission does not terminate the agreement under Article IL11.3, the
beneficiaries shall resume implementation of the action as initially planned once
circumstances allow and the co-ordinator shall inform the Commission accordingly. The
duration of the action might be extended by a period equivalent to the length of the
suspension. In accordance with Article 11.13, a supplementary written agreement shall be-
concluded to extend the duration of the action and to make any amendments that may be
necessary to adapt the action to the new implementing conditions.

ARTICLE 11.8 - FORCE MAJEURE

11.8.1  Force majeure shall mean any unforeseeable exceptional situation or event beyond the
parties' control which prevents them from fulfilling any of their obligations under the
agreement, was not attributable to error or negligence on their part, and proves
insurmountable in spite of all due diligence. Defects in equipment or material or delays in
making them available (unless due to force majeure), labour disputes, strikes or financial
difficulties cannot be invoked as force majeure by the defaulting party.

1.8.2 A party faced with force majeure shall inform the other party without delay by registered
letter with advice of delivery or equivalent, stating the nature, probable duration and

foreseeable effects.
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The party faced with force majeure shall not be held in breach of his obligations under .

the agreement if he’s prevented from fulfilling them by force majeure. The parties shall
make every effort to minimise any damage due to force majeure.

The action may be suspended in accordance with Article 11.7.

ARTICLE 119 - AWARD OF CONTRACTS

11.9.1

1192

If the beneficiaries have to conclude contracts in order to carry out the action and they
constitute costs of the action under a heading of eligible direct costs in the estimated
budget, they shall award the contract to the bid offering best value for money, in doing so
they shall take care to avoid any conflict of interests.

Contracts as referred to in paragraph 1 may be awarded only in the following cases:
a) they may only cover the execution of a limited part of the action;

b) recourse to the award of contracts must be justified having regard to the nature of the
action and what is necessary for its implementation;

¢) the tasks concerned must be set out in Annex I and the corresponding estimated costs
must be set out in detail in the budget in Annex II;

d) any recourse to the award of contracts while the action is under way, if not provided
for in the initial grant application, shall be subject to prior written authorisation by the
Commission; '

e) the beneficiaries shall retain sole responsibility for carrying out the action and for
compliance with the provisions of the agreement. The beneficiaries must undertake to
make the necessary arrangements to ensure that the contractor waives all rights in
respect of the Commission under the agreement,

f) the beneficiaries must undertake to ensure that the conditions applicable to them under
Articles I1.1, 1.2, 11,3, 1.4, ILS, 11.6, I1.10 and 11.20 of the agreement are also
applicable to the contractor.

g)

ARTICLE I1.10 - ASSIGNMENT

11.10.1 Claims for payments to be carried out by the Commission may not be transferred.

11.10.2 In exceptional circumstances, where the situation warrants it, the Commission may

authorise the assignment to a third party of the agreement and payments flowing from it,
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following a written request to that effect, giving reasons, from the co-ordinator in

agreement with the co-beneficiaries, If the Commission agrees, it must make its agreement

known in writing to the co-ordinator before the proposed assignment takes place. In the
absence of the above authorisation, or in the event of failure to observe the terms thereof,
the assignment shall not be enforceable against and shall have no effect on the
Commission. ‘

1103 In no circumstances shall such an assignment release the beneficiaries from théir

obligations to the Commission,
ARTICLE I1.11 - TERMINATION OF THE AGREEMENT

I1.11.1 Termination by the co-ordinator

In duly justified cases, the co-ordinator, in agreement with the co-beneficiaries, may withdraw the
beneficiaries’ request for a grant and terminate the agreement at any time by giving 60 days'
written notice stating the reasons, without being required to furnish any indemnity on this account.

If no reasons are given or if the Commission does not accept the reasons, the agreement shall be
deemed to have been terminated improperly, with the consequences set out in the fourth
subparagraph of paragraph 5.

11.11.2 Termination of the participation of a beneficiary

In duly justified cases, the co-ordinator may request to terminate the participation of a .co-
beneficiary by giving 60 days written notice. The co-ordinator shall include with any such request
to the Commission the remaining beneficiaries’ proposal to reallocate the tasks of that co-
beneficiary or where relevant to nominate a replacement, the reasons for the termination of the
participation and the opinion of the co-beneficiary whose participation is requested to be
terminated.

In duly justified cases, any co-beneficiary may request the termination of his participation in the
agreement. The request must be submitted to the Commission by the co-ordinator by giving 60
days written notice stating the reasons. ' o :

If no reasons are given or if the Commission does not accept the reasons, the participation shall be
deemed to have been termipated improperly, with the consequences set out in the fifth
subparagraph of paragraph 5.

The termination of the participation of the co-beneficiary concerned shall take effect on the date of
the Commission’s approval.

A written additional agreement shall be concluded to make any amendments necessary to adapt
the action to the new implementing conditions resulting from the partial termination.

11.11.3 Termination by the Commission

13/88
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The Commission may decide to terminate the agreement or the participation of any one or several

beneficiaries participating in the action without any indemnity on its part, in the following
circumstances: '

a) in the event of a change to the beneficiary’s legal, financial, technical, organisational
or ownership situation that is liable to affect the agreement substantially or to call into
question the decision to award the grant; '

b) if a beneficiary fails to fulfil a substantial obligation incumbent on him under the
terms of the agreement, including its annexes;

c) in the event of force majeure, notified in accordance with Article I1.8, or if the action
‘has been suspended as a result of exceptional circumstances, notified in accordance
with Article I1.7;

d) if a beneficiary is declared bankrupt, is being wound up or is the subject of any other
similar proceedings;

e) if a beneficiary is found guilty of an offence involving his professional conduct by a-

judgment having the force of res judicata or if he is guilty of grave professional
misconduct proven by any justified means;

f) if a beneficiary is guilty of misrepresentation or submits information or reports
inconsistent with reality to obtain the grant provided for in the agreement;

g) if a beneficiary has intentionally or by negligence committed a substantial irregularity
in performing the agreement or in the event of fraud, corruption or any other illegal
activity on the part of a beneficiary to the detriment of the European Union's financial
interests, A substantial irregularity consists of any infringement of a provision of an
agreement or regulation resulting from an act or an omission on the part of a
beneficiary which causes or might cause a loss to the Union budget.

I1.11.4 Termination procedure

The procedure is initiated by registered letter, with advice of delivery or equivalent. The co- .

ordinator shall ensure that all beneficiaries are duly informed.

In the cases referred to in points (a), (b) and (d) of paragraph 3, the co-ordinator, in consultation
with the co-beneficiaries, shall have 30 days to submit observations and take any measures
necessary to ensure continued fulfilment of the beneficiaries’ obligations under the agreement. If
the Commission fails to confirm acceptance of these observations by giving written approval
within 30 days of receiving them, the procedure shall continue to run, -

Where notice is given, termination shall take effect at the end of the period of notice, which shall
start to run from the date when notification of the Commission’s decision to terminate the
agreement or the participation of a beneficiary is received.

Where notice is not given in the cases referred to in points (c), (¢), (f} and (g) of paragraph 3,
termination shall take effect from the day following the date on which notification of the
Commission’s decision to terminate the agreement or the participation of a beneficiary is received.

11.11.5 Effects of termination

14/86
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In the event of termination of the agreement, payments by the Commission shall be limited to the

eligible costs actually incurred by the beneficiaries up to the date when termination takes effect, in

accordance with Article I[.17. Costs relating to current commitments that are not due to be
executed until after termination shall not be taken into account.

The co-ordinator shall have 60 days from the date when termination of the agreement takes effect,
as notified by the Commission, to produce a request for final payment in accordance with Article
IL15.4. If no request for final payment is received within this time limit, the Commission shall not
reimburse the expenditure incurred by the beneficiaries up to the date of termination and it shall
recover any amount if its use is not substantiated by the technical implementation reports and
financial statements approved by the Commission.

Where termination affects the participation of a beneficiary, only those eligible costs actually
incurred by the beneficiary concerned up to the date when termination of his participation takes
effect, in accordance with Article II.17 shall be considered eligible. Costs relating to current
commitments that were not due to be executed until after termination shall not be taken into
account. The request for payment of the eligible costs incurred up to the date when the termination
of the participation of the beneficiary concerned takes effect shall be included in the following
payment request due according to the schedule laid down in Article 1.6,

By way of exception at the end of the period of notice referred to in paragraph 4, where the
Commission is terminating the agreement on the grounds that the co-ordinator has failed to
produce the final technical implementation report and financial statement within the deadline
stipulated in Article 1.6 and the co-ordinator has still not complied with this obligation within two
months following the written reminder sent by the Commission by registered letter with advice of
delivery or equivalent, the Commission shall not reimburse the expenditure incurred by the
beneficiaries up to the date on which the action ended and it shall recover any amount if its use is
not substantiated by the technical implementation reports and financial statements approved by the
Commission,

By way of exception, in the event of improper termination of the agreement by the co-ordinator, or
a beneficiary’s participation in the action, or termination by the Commission on the grounds set
out in points (e), (f) or (g) of paragraph 3, the Commission may require the partial or total
repayment of sums ailready paid under the agreement on the basis of technical implementation
reports and financial statements approved by the Commission, in proportion to the gravity of the
failings in question and after allowing the co-ordinator, and where relevant co-beneficiaries
concemned, to submit their observations.

ARTICLE IL.12 - FINANCIAL PENALTIES

11.12.1 By virtue of the Financial Regulation apphcable to the general budget of the European
Communities, any one or several of the beneficiaries declared to be in grave breach of their
obligations under the agreement shall be liable to financial penalties of between 2% and
10% of the value of their share of the grant in question, with due regard for the prmc:lplc of

proportionality.
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11.12.2 This rate may be increased to between 4% and 20% in the event of a repeated breach in the
five years following the first.

I1.12.3 The beneficiary concerned shall be notified in writing of any decision by the Commission
to apply such financial penalties.

ARTICLE IL13 - SUPPLEMENTARY AGREEMENTS

I1.13.1 Any amendment to the grant conditions must be the subject of a written supplementary
‘ agreement. No oral agreement may bind the parties to this effect.

I1.13.2  The supplementary agreement may not have the purpose or the effect of making changes
to the agreement which might call into question the decision awarding the grant or result
in unequal treatment of applicants.

I1.13.3 Where the request for amendment is made by the co-ordinator, in agreement with the co-
beneficiaries, he must send the request to the Commission in good time before it is due to
take effect and at all events two months before the closing date of the action, except in
cases duly substantiated by the co-ordinator and accepted by the Commission.
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PART B - FINANCIAL PROVISIONS

ARTICLE I1.14 - ELIGIBLE COSTS

I1.14.1 Eligible costs of the action are costs actually incurred by the beneficiary, which meet the
following criteria:

— they are incurred during the duration of the action as specified in Article 1.2.2 of the
agreement, with the exception of costs relating to final reports and certificates on the
action’s financial statements and underlying accounts;

— they are connected with the subject of the agreement and they are indicated in the
estimated overall budget of the action; :

— they are necessary for the implementation of the action which is the subject of the grant;

— they are identifiable and verifiable, in particular being recorded in the accounting
records of a beneficiary and determined according to the applicable accounting
standards of the country where the beneficiary is established and according to the usual
cost-accounting practices of the beneficiary;

— they comply with the requirements of applicable tax and social legislation;

— they are reasonable, justified, and comply with the requirements of sound financial
management, in particular regarding economy and efficiency.

The beneficiaries’ internal accoimting and auditing procedures must permit direct
reconciliation of the costs and revenue declared in respect of the action with the
corresponding accounting statements and supporting documents. o

I1.14.2 The eligible direct costs for the action are those costs which, with due regard for the
conditions of eligibility set out in Article I1.14.1, are identifiable as specific costs directly
linked to performance of the action and which can therefore be booked to it direct. In
particular, the following direct costs are eligible provided that they satisfy the criteria set
out in the previous paragraph:

e the cost of staff assigned to the action, comprising actual salaries plus social security
charges and other statutory costs included in the remuneration, provided that this does
not exceed the average rates corresponding to the beneficiary’s usual policy on
remuneration; :

The corresponding salary costs of personnel of national administrations are eligible to
the extent that they relate to the cost of activities which the relevant public authonty
would not carry out if the project conceined were not undertaken;
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travel and subsistence allowances for staff taking part in the action, provided that they

are in line with the beneficiary’s usual practices on travel costs or do not exceed the
scales approved annually by the Commission;

the purchase cost of equipment (new or second-hand), provided that it is written off in
accordance with the tax and accounting rules applicable to the beneficiary and
generally accepted for items of the same kind. Only the portion of the equipment's
depreciation corresponding to the duration of the action and the rate of actual use for
the purposes of the action may be taken into account by the Commission, except
where the nature and/or the context of its use justifies different treatment by the
Commission;

costs of consumables and supplies, provided that they are identifiable and assigned to
the action;

costs entailed by other contracts awarded by a beneficiary for the purposes of carrying
out the action, provided that the conditions laid down in Article I1.9 are met;

costs arising directly from requirements imposed by the agreement (dissemination of
information, specific evaluation of the action, audits, translations, reproduction, etc.),
including the costs of any financial services (especially the cost of financial
guarantees). Such costs may also include specific costs incurred by the co-ordinator
for fulfilling his responsibilities in his capability of the body responsible for the
overall management of the action and the co-ordination of the beneficiaries.

The eligible indirect costs for the action are those costs which, with due regard for the
conditions of eligibility described in Article I1.14.1, are not identifiable as specific costs
directly linked to performance of the action which can be booked to it direct, but which
can be identified and justified by the co-ordinator or a co-beneficiary using their
accounting system as having been incurred in connection with the eligible direct costs for
the action. They may not include any eligible direct costs,

By way of derogation from Article II.14.1, the indirect costs incurred in carrying out the
action may be eligible for flat-rate funding fixed at not more than 7% of the total eligible
direct costs. If provision is made in Asticle 1.4.2 for flat-rate funding in respect of indirect
costs, they need not be supported by accounting documents.

‘The following costs shall not be considered eligible:

return on capital;

debt and debt service charges; ‘

provisions for losses or potential future liabilities;

interest owed;

doubtful debts;

exchange losses;

VAT, unless the beneficiary can show that he is unable to recover it;

costs declared by a beneficiary and covered by another action or work programme
receiving a Union grant;

excessive or reckless expenditure,
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11.14.5  Contributions in kind shall not constitute eligible costs. However, the Commission can
accept, in duly substantiated exceptional cases, that the co-financing of the action referred
to in Article 1.4.3 should be made up entirely or in part of contributions in kind. In this
case, the value calculated for such contributions must not exceed:

» the costs actually borne and duly supported by accounting documents of the third
parties who made these contributions to the beneficiary free of charge but bear the
_corresponding costs; '

» the costs generally accepted on the market in question for the type of contribution
concerned when no costs are borne.

Contributions involving buildings shall not be covered by this possibility.
In the case of co-financing in kind, a financial value shall be placed on the contributions
and the same amount will be included in the costs of the action as ineligible costs and in

receipts from the action as co-financing in kind. The beneficiaries shall undertake to
obtain these contributions as provided for in the agreement.

11.14.6 By way of derogation from paragraph 3, indirect costs shall not be eligible under a grant
for an action awarded to a beneficiary who already receives an operating grant from the
Commission during the period in question,

ARTICLE I1.15 - REQUESTS FOR PAYMENT

Payments shall be made in accordance with Article 1.5 of the Special Conditions,
I1.15.1 —~ PRE-FINANCING
Pre-financing is intended to prbvide the beneficiaries with a float.

Where required by the provisions of Article 1.5 on pre-financing, the co-ordinator shall fumish a
financial guarantee from a bank or an approved ﬁnancxal institution established in one of the
Member States of the European Union.

The guarantor shall stand as ﬁrst call guarantor and shall not require the Commission to have
recourse against the principal debtor. ‘

The financial guarantee shall remain in force until final payments by the Commission match the
proportion of the total grant accounted for by pre-financing. The Commission undertakes to
release the guarantee within 60 days following that date.

11.15.2 - FURTHER PRE-FINANCING PAYMENTS

Where pre-financing is divided into several instalments, the co-ordinator may request a further
pre-financing payment once the percentage of the previous payment specified in the provisions of
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Article L5 on further pre-financing has been used up. The request shall be accompanied by the
following documents:

e a detailed statement of the eligible costs actually incurred, including a consolidated
statement and a breakdown between each beneﬁciary;

o where required by the above-mentioned provisions of Article 1.5, a financial guarantee
in accordance with paragraph 1;

. where required by the above-mentioned provisions of Article 1.5, a certificate on the
action’s financial statements and underlying accounts, produced by an approved
auditor or in case of public bodies, by a competent and independent public officer, for
each beneficiary as specified under Article 1.5;

¢ any other documents in support of his request that may be required in support of the
- request for further pre-financing payments.

The documents accompanying the request for payment shall be drawn up in accordance with the
relevant provisions in Article 1.6 and the Annexes.

I.15.3 - lNTERlM PAYMENTS

Interim payments are intended to relmburse the beneficiaries for expendlture on the basis of a
detailed statement of the costs incurred, once the action has reached a certain level of completion.
It may clear all or part of any pre-financing,

By the appropriate deadline indicated in Article 1.6, the co-ordinator shall submit a request for
interim payment accompanied by the following documents:

¢ an interim report on implementation of the action;

e an interim financial statement of the eligible costs actually incurred, following the
structure of the estimated budget, mcludmg a consolidated statement and a breakdown
between each beneficiary;

» where required by the provisions of Article L5 on interim payment, a certificate on the
action's financial statements and underlying accounts, produced by an approved
auditor or in case of public bodies, by a competent and independent public officer, for
each beneficiary as specified under Articlel.5. The certificate shall certify, in
accordance with a methodology approved by the Commission, that the costs declared
by the beneficiaries in the financial statements on which the request of payment is
based are real, accurately recorded and eligible and that all receipts have been
declared, in accordance with the agreement.

The documents accompanying the request for payment shall be drawn up in accordance with the
relevant provisions in Article 1.6 and the annexes. The co-ordinator shall certify that the
information provided in his request for payment is full, reliable and true. He shall also certify that
the costs incurred can be considered eligible in accordance with the agreement, that all receipts
have been declared, and that his request for payment is substantiated by adequate supporting
documents that can be checked. On receipt of these documents, the Commission shall have the
period specified in Article 1.5 in order to:

¢ approve the interim report on implementation of the action,;
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* ask the co-ordinator for supporting documents or any additional information it deerns _
necessary to allow the approval of the report;

e reject the report and ask for the submission of a new report.

Failing a written reply from the Commission within the time limit for scrutiny indicated above, the
report shall be deemed to have been approved. Approval of the report accompanying the request
for payment shall not imply recognition of their regularity or of the authenticity, completeness and
correctness of the declarations and information they contain. '

If additional information or a new report is requested, the time limit for scrutiny shall be extended
by the time it takes to obtain this information. The co-ordinator shall be informed of that request
and the extension of the delay fro scrutiny by means of a formal document. The co-ordinator shall
have the period laid down in Article 1.5 to submit the information or new documents requested,

Extension of the delay for approval of the report may delay the payment by the equivalent time.

Where a report is rejected and a new report requested, the approval procedure described in this
article shall apply.

In the event of renewed rejection, the Commission reserves the right to terminate the agreement by
invoking Article 11.11.3(b).

I1.15.4 — PAYMENT OF THE BALANCE

Payment of the balance, which may not be repeated, is made after the end of the action on the
basis of the costs actually incurred by the beneficiaries in carrying out the action. It may take the
form of a recovery order where the total amount of earlier payments is greater than the amount of
the final grant determined in accordance with Article 11,17,

By the appropriate deadline indicated in Article 1.6, the co-ordinator shall submit a request .for
payment of the balance accompanied by the following documents:

a final report on the implementation of the action;

a final financial statement of the eligible costs actually incurred, following the
structure of the estimated budget , including a consolidated statement a_nd a breakdown
between each beneficiary;

o a full summary statement of the receipts and expenditure of the action including a
consolidated statement and a breakdown between each beneficiary; - '

o where required by the provisions of Article 1.5 on payment of the balance, a certificate
on the action's financial statements and underlying accounts, produced by an approved
auditor or in case of public bodies, by a competent and independent public officer, for
each beneficiary as specified under Article LS. The certificate shall certify, in
accordance with a methodology approved by the Commission, that the costs declared
by the beneficiaries in the financial statements on which the request of payment is
based are real, accurately recorded and eligible and that all receipts have been
declared, in accordance with the agreement,

The documents accompanying the request for payment shall be drawn up in accordance with the

provisions of Article 1.6 and the annexes, The co-ordinator shall certify that the information

provided in his request for payment is full, reliable and true. He shall also certify that the costs

incurred can be considered eligible in accordance with the agreement, that all receipts have been
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declared, and that his request for payment is substantiated by adequate supporting docurnents that

can be checked.

On receipt of these documents, the Commission shall have the period specified in Article 1.5 in
order to:

o approve the final report on implementation of the action;

» ask the co-ordinator for supporting documents or any additional information it deems
necessary to allow the approval of the report;

» reject the report and ask for the submission of a new report.

Failure to provide the financial statement following the structure of the estimated budget and
using the same description of the headings as per the estimate budget entails the rejection of the
report. ,

Failing a written reply from the Commission within the time limit for scrutiny indicated above, the
report shall be deemed to have been approved. Approval of the report accompanying the request
for payment shall not imply recognition of their regularity or of the authenticity, completeness and
correctness of the declarations and information they contain, -

If additional information or a new report is requested, the time limit for scrutiny shall be extended
by the time it takes to obtain this information. The co-ordinator sha]l be informed of that request
and the extension of the delay for scrutiny by means of a formal document. The co-ordinator shall
have the period laid down in Article 1.5 to submit the information or new documents requested.

Extension of the delay for approval of the report may delay the payment by the equivalent time.

Where a report is rejected and a new report requested, the approval procedure described in this
article shall apply.

In the event of renewed rejection, the Commission reserves the right to terminate the agreement by
invoking Article I1.11.3(b). '

ARTICLE 11.16 - GENERAL PROVISIONS ON.'PAYMENTS

11.16.1 Payments shall be made by the Commission in euro. Any conversion of actual costs into
euro shall be made at the daily rate published in the Official Journal of the European
Union or, failing that, at the monthly accounting rate established by the Commission and
published on its website applicable on the day when the payment order is issued by the
Commission, unless the Special Conditions of the agreement lay down specific
provisions.

Payments by the Commission shall be deemed to be effected on the date when they are
debited to the Commission's account,

i1.16.2 The Commission may suspend the period for payment laid down in Article L5 at any time
by notifying the co-ordinator that his request for payment cannot be met, either because it
2286
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does not comply with the provisions of the agreement, or because the appropriate.

supporting documents have not been produced or because there is a suspicion that some

of the expenses in the financial statement are not eligible and additional checks are being
conducted.

The Commission may also suspend its payments at any time if a beneficiary is found or
presumed to have infringed the provisions of the agreement, in particular in the wake of
the audits and checks provided for in Article 11.20.

The Commission shall inform the co-ordinator as soon as possible of any such
suspension by registered letter with advice of delivery or equivalent, setting out the
reasons for suspension

Suspension shall take effect on the date when notice is sent by the Commission. The
remaining payment period shall start to run again from the date when a properly
constituted request for payment is registered, when the supporting documents requested
are received, or at the end of the suspension period as notified by the Commission.

On expiry of the period for payment specified in Article 1.5, and without prejudice to
paragraph 2 of this Article, the beneficiaries are entitled to late payment at the rate
applied by the European Central Bank for its main refinancing operations in euros, plus
three and a half points; the reference rate to which the increase applies shall be the rate in
force on the first day of the month of the final date for payment, as published in the C
series of the Official Journal of the European Union. This provision shall not apply to

+ recipients of a grant which are public authorities of the Member States of the European

Union.

Interest on late payment shall cover the period from the final date for payment, exclusive,
up to the date of payment as defined in paragraph 1, inclusive. The interest shall not be
treated as a receipt for the action for the purposes of determining the final grant within
the meaning of Article 11,17.4. The suspension of payment by the Commission may not
be considered as late payment,

By way of exception, when the interest calculated in accordance with the provisions of
the first and second subparagraphs is lower than or equal to EUR 200, it shall be paid to
the beneficiary only upon demand submitted within two months of receiving late

payment.

The Commission shall-deduct the interest yielded by pre-financing which exceeds EUR
50 000 as provided for in Article 1.4 from the payment of the balance of the amount due
to the beneficiaries. The interest shall not be treated as a receipt for the action within the
meaning of Article I1,17.4, ‘

Where the pre-financing payments exceed EUR 750 000 per agreement at the end of each
financial year, the interest shall be recovered for each reporting period. Taking account of
the risks associated with the management environment and the nature of actions financed,
the Commission may recover the interest generated by pre-financing lower than EUR 750
000 at least once a year. ‘
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Where the interest yielded exceeds the balance of the amount due to the beneficiary as

indicated in Article 11.15.4, or is generated by pre-financing referred to in the previous
subparagraph, the Commission shall recover it in accordance with Article I1.18, ‘

Interest yielded by pre-financing paid to Member States is not due to the Commission.

The co-ordinator shalt have two months from the date of notification by the Commission

of the final amount of the grant determining the amount of the payment of the balance or’

the recovery order pursuant to Article II.17, or failing that of the date on which the
payment of the balance was received, to request information in writing on the
determination of the final grant, giving reasons for any disagreement, After this time such
requests will no longer be considered. The Commission undertakes to reply in writing
within two months following the date on which the request for information is received,
giving reasons for its reply. This procedure is without prejudice to the beneficiaries’ right
to appeal against the Commission’s decision pursuant to Article 1.9. Under the terms of
Union legislation in this matter, such appeals must be lodged within two months
following the notification of the decision to the applicant or, failing that, following the
date on which the applicant learned of the decision.

ARTICLE .17 - DETERMINING THE FINAL GRANT

1L17.1

.17.2

I1.17.3

1117.4

Without prejudice to information obtained subsequently pursuant to Article I1.20, the
Commission shall adopt the amount of the final payment to be granted to the
beneficiaries .on the basis of the documents referred to in Article I1.15.4 which it has

approved.

The total amount paid by the Commission may not in any circumstances exceed the
maximum amount of the grant laid down in Article 1.4.3, even if the total actual costs
eligible exceed the estimated total eligible costs specified in Article 1.4.2.

If the actual eligible costs when the action ends are lower than the estimated total eligible
costs, the Commission's contribution shall be limited to the amount obtained by applying
the Union grant percentage specified in Article 1.4.3 to the actual eligible costs approved
by the Commission,

The beneficiaries hereby agree that the grant shall be limited to the amount necessary to
balance the action's receipts and expenditure and that it may not in any circumstances
produce a profit for them.

Profit shall mean any surplus of total actual receipts attributable to the action over the
total actual costs of the action. The actual receipts to be taken into account shall be those
which have been established, generated or confirmed on the date on which the request for
payment of the balance is drawn up by the co-ordinator for financing other than the
Union grant, to which shall be added the amount of the grant determined by applying the
principles laid down in paragraphs 2 and 3 of this article. For the purposes of this article,
only actual costs falling within the categories set out in the estimated budget referred to
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in Article 1.4.1 and contained in Annex H shall be taken into account; non-eligible costs .
shall always be covered by non- Union resources.

Any surplus determined in this way shall result in a corresponding reduction in the
amount of the grant.

Without prejudice to the right to terminate the agreement under Article I1.11, and without
prejudice to the right of the Commission to apply the penalties referred to in Article 11.12,
if the action is not implemented or is implemented poorly, partially or late, the
Commission may reduce the grant initially provided for in line with the actual
implementation of the action on the terms laid down in the agreement.

On the basis of the amount of the final payment determined in this way and of the
aggregate amount of the payments already made under the terms of the agreement, the
Commission shall set the amount of the payment of the balance as being the amount still
owing to the beneficiaries. Where the aggregate amount of the payments already made
exceeds the amount of the final grant, the Commission shall issue a recovery order for the
surplus.

ARTICLE I1.18 - FINANCIAL RESPONSIBILITY

I1.18.1 The beneficiaries agree to be irrevocably and unconditionally, jointly and severally

responsible for any amount due to the Commission by one of them which could not be
honoured by the latter. The amount due to the Commission will not exceed the maximum
value of the contribution that could be granted to the beneficiaries in accordance with
Article 1.4.3, increased where applicable by interest on late payment.

I1.18.2 The beneficiaries are not jointly responsible for financial penalties which could be imposed

on any defaulting beneficiary in accordance with Article I1.12.

ARTICLE I1.19 - RECOVERY

IL.19.1

Where an amount, paid by the Commission to the co-ordinator in his capacity of recipient
of all payments, is to be recovered under the terms of the agreement, the co-ordinator
undertakes to repay the Commission the sum in question, on whatever terms and by
whatever date it may specify, even if he has not been the final recipient of the amount
due. In the latter case, if payment has not been made by the due date, the Commission
reserves the right to recover directly the amount due from the final recipient.

Where such an amount to be recovered under the terms of the agreement was dircctly
paid by the Commission to a beneficiary, or if recovery is justified under Article I1.12 of
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the agreement, the beneficiary concerned undertakes to pay the Commission the sum in.
question, on whatever terms and by whatever date it may specify.

If the obligation to pay the amount due is not honoured by the date set by the
Commission, the amount due shall bear interest at the rate indicated in Article I1.16.3.
Interest on late payment shall cover the period between the date set for payment,
exclusive, and the date when the Commission receives full payment of the amount owed,
inclusive.

Any partial payment shall first be entered against charges and interest on late payment
and then against the principal, |

If payment has not been made by the due date, sums owed to the Commission may be
recovered by offsetting them against any sums owed to the concerned beneficiary after
informing him accordingly by registered letter with acknowledgment of receipt or
equivalent, or, depending on the terms of the Special conditions, by calling in the
financial guarantee provided in accordance with Article IL.15.1. In exceptional
circumstances, justified by the necessity to safeguard the financial interests of the Union,
the Commission may recover by offsetting before the due date of the payment. The
beneficiary’s prior consent shall not be required. If the recovery remains unsuccessful
under the provisions above, the Commission shall hold all the beneficiaries collectively
jointly responsible for the amount due in accordance with Article I1.18. :

I1.19.4 Bank charges occasioned by the recovery of the sums owed to the Commission shall be
- borne by the concerned beneficiary.

IL19.5

The beneficiaries understand that under Article 299 of the Treaty on the functioning of
the European Union, the Commission may adopt an enforceable decision formally
establishing an amount as receivable from persons other than States. An action may be
brought against such decision before the General Court of the European Union.

ARTICLE I1.20 - CHECKS AND AUDITS

11.20.1

11.20.2

The co-ordinator undertakes to provide any detailed information requested by the
Commission or by any other outside body authorised by the Commission to check that
the action and the provisions of the agreement are being properly implemented. Where
the Commission so wishes, it may request such information to be provided directly by a
co-beneficiary.

The beneficiaries shall keep at the Commission's disposal all original documents,
especially accounting and tax records, or, in exceptional and duly justified cases, certified
copies of original documents relating to the agreement, stored on any appropriate medium
that ensures their integrity in accordance with the applicable national legislation, for a
period of five years from the date of payment of the balance specified in Article I.5.
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The beneficiaries agree that the Commission may have an audit of the use made of the.

grant carried out either directly by its own staff or by any other outside body authorised to

do so on its behalf. Such audits may be carried out throughout the period of

implementation of the agreement untit the balance is paid and for a period of five years

from the date of payment of the balance. Where appropriate, the audit findings may lead
to recovery decisions by the Commission.

The beneficiaries undertake to allow Commission staff and outside personnel authorised
by the Commission the appropriate right of access to sites and premises where the action
is carried out and to all the information, including information in electronic format,
needed in order to conduct such audits.

By virtue of Council Regulation (Euratom, EC) No 2185/96 and Regulation (EC)
No 1073/1999 of the European Parliament and the Council, the European Anti-Fraud
Office (OLAF) may also carry out on-the-spot checks and inspections in accordance with
the procedures laid down by Union law for the protection of the financial interests of the
European Union against fraud and other irregularities. Where appropriate, the inspection
findings may lead to recovery decisions by the Commission.

The Court of Auditors shalt have the same nghts as the Commission, notably right of
access, as regards checks and audits.

SIGNATURES

For the co-ordinator For the Commission

Tullio Matrangelo Reinhard PRIEBE
Central Director for Security ' ' Director

Signature and date Signature and date

Done at Milano,

Done at Brussels,

In duplicate in English
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2. INFORMATION ABOUT THE PROJECT FOR WHICH CIPS FINANCIAL ASSISTANCE IS 2.
Annex [ - description of the action 2010 025REQUESTED

2.1 GENERA|, PROJECT INFORMATION

2.1.1 Project Title:
System of Maps Assessing Risk of Terrorism against Critical Infrastructures in Big Events
Rallies

Project Title (EN);
System of Maps Assessing Risk of Terrorism against Critical Infrastructures in Big Events
Rallies

Acronym/Short title:
{ SMART CIBER ]
2.1.2 Duration (MAX 24 MONTHS): 24 | Months
Project costs
2.1.3 Total eligible costs of the project: 315.553,88 EUR
2.1.4 Grant requested from the CIPS Programme: 1220.887,71 EUR
2.1.5 Grant requested / total eligible costs (max 70%): 70,00 %
2.1.6 List of partners involved in this project
Name of the Organisation Country City/ | Profit | Parineiship
9 (official 1ISO 2 | Postcode | °riented | declaration
code) 1
0 | Applicant organisation/Coordinator IT Milan, Ll b -
:Comune di Milano _ 20121
Co-beneficiaries :
1 [ Municipality of Varna " BG Vama, O <
900
2 [ Municipality of Budapest HU Budapest [ [ b
| ,1052 |
3 | Safety Region Rotterdam Area NL Rotterda Ll X
m, 3072
4 | Universita Cattolica del Sacro Cuore IT Milan, | ]
-] 20123
5 o BN D
8
7 - >
8 O
9 L}
10 ]
11 ‘ ] 11

1 Consutt htp: for the compiete list of 1SO 2

country codes

Initfals of the represantative of the Applicant organisation :
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Name of the Organisation

Cou ntry City / Profit- Partnership
(official ISO 2 | Postcode | orlented | deciaration
code) 1
12 O O
13
" S
15 ) A D
Associate Partners/on a non EU-funded basis:
I'] United Nations Interregional Crime & IT Turin ] X
Justice Research Institute
Il ] ATM - Azienda Trasporti Milanese IT Milan L P
il ) S.E.A. Societa Esercizi Aeroportuali IT Segrate Ll d
Iv | Rete Ferroviaria Italiana IT Rome
V| AMSA Spa IT Milan
vi [ ADA IT Milan L]
vil | Ferrovienord IT Milan O |
vill | Metropolitana Milanese MM IT Milan L) =]
Ix :
X

CONFORMITY CRITERION

2.1.7 To which specific objective of the Programme "Prevention, Preparedness and

Conseguence Management of other Security-related risks" does this project refer to? (max 2

selections)

. Objective 1 - Prevention and Preparadness of risks (If this box Is ticked, one of the &5 sub-

objectives listed below must be ticked)

(Jstimulating, promoting and supporting risk assessments on Critical infrastructure (Ci), in order to

upgrade security

BJstimulating, promoting and supporting the development of methodologies for the protection of Cl, in

particular risk assessment methodologies

1 Promoting and supporting shared operational measures to improve security in cross-border supply

chains

[JPromoting and supporting the development of security standards, and an exchange of know-how
and experience on protection of people and Cl

[ Promoting and Supporting Community wide coerdination and cooperation on Cl-
[] Objective 2: Consequence management (If this box is ticked, one of the 2 sub-objectives listed

below must he ticked)

(] Stimulating, promoting and supporting exchange of knowledge and experience, in order to establish

best practice

[J Promoting joint exercises and practical scenarios, in order to enhance coordination and coopsaration

2.1.8 Which specific priority is covered by this project? (see Section 3.1 of the Calis for

Proposals) (max 1 selection)

[1 Facilitating the implementation of Councit Directive 2008/114/EC...
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Supporling the policy initiative and the action plan on Critical Information Infrastructure
Protection (CIIP) - COM(2008) 149 ...
Developing good practices in business continuity planning / Operator security plans

Development/evaluation/propagation of tools and methods to design public spaces to improve
protection against terrorist attacks (including simulation and testing)

Interdependency analysis

Increasing the security awareness of critical infrastructure operators
Development of tools needed to coordinate inter-sectorail CIP activities

Improving information management with regard to critical infrastructures

Increasing critical infrastructure protection capacity in the transport, energy, ICT, chemical,
financial, water, food, health, space, research and nuclear sectors

aooo 00O 0O

5]

]

2.1.9 Please explain how your project proposal corresponds to the selected priority (max 1500
characters):

The project has a strong focus on information management regarding Critlcal Infrastructures.
The model to be set up will in fact allow a comprehensive and systamatized collection of data
relevant to assess the risk of terrorism at local/sub-national and national level from the main
stakeholders such as local authorities, enforcing agencies, Critical nfrastructures owners
(transport, energy, water, waste disposal, etc) thanks to an integrated and geo-located mapping
system based on a shared set of indicators. The project will also build a system for information
sharing at EU level, updated in real time, which will enable the creation of new and more and
more enlarged terrorism risk scenarios.

Special consideration will be paid to the technological aspacis of the integrated mapping
system, in order to ensure an efficient and effective management of information, allowing
interoperability as well as the fulfiliment of confidentiality needs.

2.1.10 Type of activities (min 1 selection)

E Operational cooperation and coordination

Analytical, monitoring and evaluation activities

D Developmentand transfer of technology and methodology

(] Training, exchange of staff and experts

DJ Awareness and dissemination activities

X Development and creation of netwark

2.1.11 CHARACTERISTICS OF THE PROJECT ( max 1 selection)

[ Transnational project {If this box is ticked, please submit all documents requested In
Sections 5.2 and 6.1 of the Calls for Proposals ).

(] National (If this box Is ticked, the following sectian on NATIONAL projects

must also be completed)

NATIONAL projects must: {min 1 selection)

] prepare transnational projects and/or Union actions ("starter measures")

(] complement transnational projects and/or Union ("complementary measures")

(] contribute to developing innovative methods and/or technologies with a potential for transferability to
actions at Union level, or develfop such methods or technologies with a view to transferring tham to
other Member States and/or other country which may either be an acceding or a candidate country

Please explain how your proposal for a national project complies with one of the above
mentioned conditions (max 500 characters);
’ 30/86
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NA

2.1.12 Summary of the project for which the CIPS financial assistance is requested. Please list
the objective(s), activities, duration, methodology, partnership, target groups, expected resuits
and deliverables, and dissemination strategy. This summary will be forwarded to Member States’
representatives and published in case the proposal is awarded a grant (max 4000 characters).

The project will improve terrorism risk assessment against Cl at EU level in metropolitan areas,
with special focus on big events. The Specific Objective is to develop a model, starting from
experiences of 4 countries (I, NL, H and BG), based on exploitation of software in network to
reach an “Integrated Risk-Map Against Terrorism Issue” revealing the level of “Risk” (qualitative
spectrum of different risks levels) and its location in real time through intersection of several pre-
defined risk-indicators. This model implies an intranat system inside a single Country (integrating
security maps of local police and Cl stakeholders) and the development of a EU network of maps
exchanging information collected at national level about risks spectrum in a certain moment and
in a certain area (e.g. during a big event).

ACTIVITIES

The project will last 24 months and includes horizontal activities (PM, M&E and external audit)
and 5 operational phases.

Phase 1. identification of terrorism risk indicators, followed by comparative analysis and
experience sharing on systeéms and methodologies in place for terrorism risk assessment

Phase 2. integrated risk assessment mapping modei elaboration and definition of operational,
procedural and technological aspects to ensure that can run in partners’ local contexts as well as
in other EU M/S ‘

Phase 3: model tests in 4 countries

Phase 4. model final elaboration (fine tuning, feasibility assessment of aspects for replication)
Phase 5. communication and dissemination.

METHODOLOGY

The methedology is focused on a qualitative approach based on the European Law Enforcement:
Dir. 2008/114/EC - European “Critical Infrastructures” and the complementary “Critical
Information Infrastructure Protection” (CIIP). Legislative sources are then integrated with the
reference doctrine for the definition of main research variables (“C!", “Terrorism™ and the related
“Risks” concepts). The pragmatic and operative approach is reached through privileged
witnesses and experts interviews.

PARTNERSHIP

Beneficiaries are 3 municipalities (Milan, Varna, Budapast), the Safety Region of Rotterdam, and
Milan Catholic University. The 4 cities, with different leveis of experience, have been working on
the development of risk assessment methodologies and policies. Supported by the scientific
know-how of the Catholic University and UNICRI, the partnership aims at introducing and
disseminating common methodologies. The involvement of the local Cl owners (and Lombardy

21/86
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Region) contributes to setting up of an inclusive scenaric with shared information, to be
replicated elsewhere

TARGET GROUPS

The project will target: LOCAL AUTHORITIES, in charge of strategic planning, policy making and

risk management maps; LOCAL AND REGIONAL LAW ENFORCEMENT, directly implementing .

risk maps, sharing information and contributing to their elaboration, Cl STAKEHOLDERS,
involved in terrorism risk-assessment, as primary target of possible attacks

RESULTS

Good project performance will be ensured through PM devices: Quality Management Handbook;
monitoring tool, monitoring and self-evaluation reports; 3 Steerrng Committee meetings; virtual
coordination meetmgs

Phase 1- 3 expenence-sharing workshops; 2 papers: “Set of indicators of terrorism risk and
Synthetic Risk Assessment Index” and “Analysis of EU and global systems and methodologies
for risk assessment”

Phase 2-Methodological devices: Standardised system for data collection and Guidelines for
operation and sustainability, including information sharing at EU level

Phase 3- Test Reporis

Phase 4-Methcdological tool and guidelines to run on different technological systems, as final
product.

Dlssemmatlon is at 2 leveis; selected institutions in all EU M/S, with dedicated website access
and events invitees; 2. public at large and scientific community.

Results will be disseminated through website, 7 events, participation to 10 conferences, articles
and concept papers, networking.

3286
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Budget Estimate Form.
By Whom? )
- Why? Nama of For whom? When and Expectsd Results Risks and
- - m,
Namg of the | Objectives 1 Alm of the activity | organisation | 729 groups / Participarts Number | Where? Oufputs and deflverabies Mitigation strstegios
activity that wil niry of Orig
impiemaeant the
activity :
0.1 Overall Ensuring efficient and Alessia Coordinator, Co-Beneficiaries, | Month 1 Kick-off mid-term and final
Project effective project Santuccio Associate Partners to Month | meetings
Management | performance, adequate Leader. (30 peopie involved) 24 Handbook for quality
and partner involvement, and | Milan City I, NL, H, management {including
coordination creating the conditions for | Council BG CIPS visibility guideiines)
impact and sustainability. : Reports :
submitted to the EC
0.2 Monitoring | Monitoring physical and | Monitoring | Project Management Team Month 1 | Web-based monitoring Final beneficiaries &
financial progress against | & Steering Committee to Month | systemn in place ard target groups
planning, anticipating Evaiuation | (50 people involved) 24 accessible by all partners unavatilable fo
problems and adapfing to | Expert I, NL, H, | 2 seif evaluations carried provide information.
changed circumstances (TBA) BG out
: subcontract Biannual monitoring reports | Access to wide
-ed by elaborated range of sources
Milan City will ensure
Council collection of
relevant info.

2 Tpig Technical Annex will be attached to the Grant AQmemem. The level of detail is important for monitoring and demonstrating the project organisation.

Inifialts of the representative of the Applicant ovganisation
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0.3 Evaluation | Assessing success External Project partners, Commission | Month 24 | Project evaluated against Final beneficiaries &
again_st conventional Evaluator Services, Public at large I,NL,H, [ conventional criteria at target groups
criteria (relevance, (TBA), BG project end. unavailable to
efficiency, effectiveness, | subcontract Final evaluation report provide information.
impact, sustainability), ed elaborated.
learning lessons for future | Milan City Access to wide
use Council range of sources

will ensure
collection of
relevant info.

0.4 External Ensuring that the project | Extemal Commission Services Month 24 | Audit report

Audit is managed in Auditor
compliance with (TBA),

European regulations and | subcontract
the Grant Agreement ed by Milan
, City Council
1. Defining Identify empirical and Marco Scientific community Month 2 | Set of indicators of the risk | Difficulty to
indicators objectively verifiable Lombardi Enforcement agencies to month | of terorism elaborated negotiate a shared
: indicators shared by all Leader: Governmental agencies 4 Synthetic risk assessment | theoretical model of
partners fo measure Universita | Crifical infrastructures owners | Milanin | index defined terrorism.
'| terrorism risk Cattolica {about 400 people involved) virtual
connectio Overcoming
n with theoretical
Netherlan approach focusing
ds, on operational
Hungary concems {actual
and threats)
Bulgaria

34185
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2. Drawing a Marco Scientific community Month 4 | 3 workshops organised Difficuity in reaching
Comparative | comprehensive picture of | Lombardi Enforcement agencies to month | (Milan, \{ama, Budapest) synthesis out of
analysis and the systems and Leader: Governmental agencies 9 Analysis report elaborated wide range of
experience methodoiogies in place in | Universita Critical infrastructures owners italy, The practices and
sharing the EU and beyond for Cattolica {about 400 peopie involved) Neﬂ;eﬂan methodologies

risk assessment to share ds
best practices Hu'n gary Reaching a shared
Bulgaria fanguage code
driven by
implemented
technology

3. Model of Elaborating a mapping Tullio Enforcement agencies Month 9 | Standardised systern for - Limits imposed by
integrated’ modet based on terrorism | Mastrangel ] Governmenial agencies to.month | data collection privacy and respect
mapping of risk indicators and o Critical infrastructures owness 12 of individual
terrorism risk | integrating criticat areas Leader: (about 200 people involved) Milan, freedom ruies.

maps of the relevant Milan City lin virtual
stakeholders for big Council connectio Compliance with
events n with privacy legislation in
other the different
pam-lers‘ countﬁes
countries
4, Defining the conditions ta | Tullio Enforcement agencies Month 11 | Guidelines for operation Limits imposed by
_Organisaitiona | make the mapping model. | Mastrangel | Governmental agencies to month .| and sustainability of the the technology of -
| and operational 0 Critical infrastructures owners | 14 mapping system elaborated | existing maps.
| technological Leader: {about 200 people involved) Milan, in | (including information Technologies
aspects Milan City virtual sharing at EU level) adapted to modei
Council connectio and information
n with shanng
other
partners'
countries

35/86
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5.‘Test in Validating the model in Roberto Milan Months Test report elaborated, Limits imposed by
Milan Milan Forgnone Local authorities 15-16 emphasising any critical the technology of
Leader. Enforcement agencies Milan ' existing maps.
Milan City Governmental agencies Technologies
Council Critica! infrastructures owners adapted to model
(about 50 pecple involved) and information
sharing.
6. Testin Validating the model in Maarten Rotterdam Months Test report elaborated, Availability of
Rotterdam Rotterdam Worp Local authorities 15-16 ‘emphasising any critical “stakeholders to be
Leader: Enforcement agencies Rotterda | aspects involved.
Safety Governmental agencies m Consensus building
Region Critical infrastructures owners and project
Rotterdam | (about 50 peple invoived) objectives shared
Area with all
stakehoklers.
7. Testin Validating the model in Tunde Budapest Months | Test report elaborated, Availability of
Budapest Budapest Bonnyai Local authorities 15-16 emphasising any critical stakeholders {o be
: Leader: Enforcement agencies Budapest | aspects invoived.
Budapest Governmental agencies Consensus building
Municipality | Critical infrastructures owners and project
{(about 50 pepie inveived) objectives shared
with all stakeholders
8. Testin Validating the model in Margarita Vama Months Test report elaborated, Avdilability of
Varna Vama Christova Local athorities 15-16 emphasising any critical stakehoiders to be
Leader: Enforcement agencies Vama aspects involved.
Vama Governmental agencies Consensus building
Municipality | Critical infrastructures owners and project
{about 50 peple Involved) objectives shared
with all stakeholders

36/86
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9. Final Based on test, fine tuning | Tullio’ EU Month 17 | Methodolagical tool and Existing [
€laboration of | the operational guidelines | Mastrangel | Scientific community to month | guidelines technological
methodologic | of the mapping for o EU policy maker and legislator | 19 Suggestions for migration systems do not
al tooi replication in other Leader: Enforcement agencies Milan, in | between different support the modei.
contexts and as a tool of | Milan City Governmental agencies virtual technological systems Suggesting
risk assessment at EU Council Criticaf infrastructures owners | connectio software migration
level Big events organisers n with processes.
{2685 people addressed) other
partners'
: countries
10. Familiarising Alessia Decision makers, Cl owners, M2 (web- | Website (virtual scenarios Problems of
Dissemination | stakeholders with risk Ceresa Scientific Community, taw site set simulated) confidentiality:
assessment mapping Leader: enforcement agencies, local up), M4, | Leafiets privacy and social
system in view of its wide | Milan City administrations M7, M8, Publications/concept papers | waming.
application and further Council {2685 people addressed) M9, M12, | Organisation/participation in { Defining adequate
develcpment . . M15to events policies of
M24 . Mid term & final conference | information access.
Ali over
EU
37786
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2.1.14 Experience of the Applicant organisation/Coordinator in the selected priority area(s)

Piease summarise the activities/experience of the Applicant organisation/coordinator in this
priority area and provide a short description of at least 3 successful projects (not necessarily with
EU financial support) of comparable nature and volume to the project for which the CIPS financial
assistance is requested (max 1000 characters).

CDM devised and implemented, in 2007, the “Risk Management System” of the city. This
system allows to generate a thematic map of critical aspects and situations of the territory, that
can endanger and jeopardise the citizens, their quality of life and their perception of safety. The
risk map is supported by the Information System for Urban Security, that monitor the critical
events taking place in the city. In particular it shows up, with different levels of magnitude, illicit
traffics and practices, crimes and abusive trades. In order to increase the control of the territory
and the security of critical infrastructures, the project “Video-surveillance and control room”
enhanced the video surveillance system and set up two control rooms connected to all 800 video
cameras and 24h active, The project “Control of the territory through volunteers”, aimed at

reducing insecurity perception, entrusted volunteers associations to monitor and intervene in
critical areas.

Inifals of the repressntative of the Applicant crganisation:
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2.2 CONTENT OF THE PROJECT

2.2.1 What specific issue / question does your project address? (max 2000 characters)

The present project focuses its attention on the implementation of a concrete and operative
system on the security risks described in the Council Directive 2008/114/EC through the
identification and classification of European Critical Infrastructures (Cl), connected with an
“action plan” on Critical Information Infrastructure Protection (CIiP) — COM(2009) 149,

The justification of the issue is the fact that in modern societies after the 9/11 terrorist event in
the New York “big city” and in Europe the further subversive events in Madrid (2004) and
London (2005) against “Critical Infrastructures” (transport, energy, health, ecc.), the perception
of “security” and “safety” have been changing both by the Civil Society and by the Private and
Public Institutions.

Therefore the main problem related to any form of Terrorism nowadays is to create a common
classification of “What" Is meant “risk” and "How” to respond to it at a unique European level. In
fact each European Country has its own concept and definition of “risk”, as the geographical,
historical, poiitical and social features of a single State are different to each other.

The present project therefore has the intent to focus the attention at a European level on the
following questions:

. How to solve the security problem in European “big cities” connected with Terrorism?
. How to guarantee the C| security as topic target of Terrorism in Europe?
. How to valuate and estimate the real and potential risks related to Terrorism in the

course of "big events” within the European borders?
There are the answers:

. it's time for an European information-sharing through a cammon "Ianguage code” {0
identify the terrorism “risks indicators”
. It's time for an European technology-sharing through the diffusion of a software able to

geo-iocalize the potential/real terrorist related risks
it's time for an “Integrated risks-Map Against Terrorism Threat” at a European level.

2.2.2 Objectives of the project (in relation to the issue/ question mentioned above) (max 1000
characters):

As general objective, the project aims at improving the assessment of the risk of terrorism
against C| at EU level (public transport, electricity, water, gas, waste disposal, etc) in
| metropolitan areas, with a special focus on big events. The specfic objective is to develop a
model, starting from national experiences, based on the exploitation of different software in
network (Intranet) to reach an “Integrated Risk-Map Against Terrorism Issue”. This is an
informatics “Map” revealing the level of "Risk” (qualitative spectrum of different risks levels) and
its location through the intersection of several pre-defined risk-indicators. This map is qualified
as "Integrated” because the further objective is to implement an intranet system of risk-
assessment inside a single Country, and to deveiop a European network of maps connectad to
exchange the information collected at national level about risks spectrum in a certain moment
and in a certain area (e.9. Expo 2015 in Milan).

2.2.3 Please describe the participants (both target groups and beneficiaries) in the activities (max
1000 characters):

initals of the representative of the Appiicant argan/sation:-
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TARGET ‘

Local/Regional Police and authorities (Milan Local Police, Lombardy Region, Rotterdam-
Rijnmond regional Police; Budapest Local Police; Defence subdepartment of the Mayor's Office
of the Municipality of Budapest, Zrinyl Mikids University of National Defence; Varna Municipality
‘Defensive Planning and information security’, ‘Security and Protection of Public Order
Directorates; Varna police, gendarmerie, security contractors)

Cl stakeholders: infrastructure managing agencies, 'crisis scenario’ teams; inter-institutional
task force.

BENEF. '

Public Security Forces&enforcement agencies (Polizla di Stato and Carabinieri; Rotterdam
Harbour Masters office, Rotterdam municipality, public prosecutors office, other safety regions
in the NL; Varna Regional Police Directorate, Specialized Terorism Combat Forces, Nationai
Services for Combat against Organized Crime, etc.)

Ministries in charge of internai security

Big events organisers

European cltizens

Academia

EU institutions

2.2.3.1 Estimated total number of participants {persons) 2685
- from judicial authorities, legal practitioners
- law enforcement

- other public officials

- civil society, associations, NGOs

- professional organisations

- research/university

- private sector ) - 715

THELHEELH

- total from other sector (please specify) (max 600 characters) | 50

Lo

2.2.3.2 Estimated total number of participants by Member State and other {e.g. candidate)
countries (persons)

EU Countries

Country: AT |BE |BG |CY |CZ |DE |DK |EE [ES |FI |FR |GB

Number: 20 120 |45 |10 |30 ;30 120 |15 |50 [20 |30 |20
0 0

Country: GRJHU JIE JIT JLT |LU LV [MTiNL [PL |PT [RO

Initials of tha represeniative of the Applicant crganisation: '
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Number: 20 {45 115 (69 |15 |5 1 |10 |54 [40 |20 |45
0 0 0 ‘
Country: SE | 81 | SK
Number: 20 |15 | 15
Candidate countries
: Country: HR [ MC | TR
Number; 10 110 [20
ther
Country (official ISO
2code)3:
Number;
IMPACT CRITERION

2.2.4. What are the expected results of the project? What are the concrete deliverables and
outputs of the activities? Please quantify the expected results/outputs/achievements
/deliverables/end products of the planned activities (max 1000 characters);

Kick-off, mid-term and final coordination meetings

Handbook for quality management

Progress reports

Web-based monitoring system accessible by all partners

Self evaluations

Biannual monitoring reports

Project externally evaiuated in the end (final evaluation report)

Set of indicaters of the risk of terrorism buiit

Synthetic Risk Assessment Index defined

3 experience sharing workshops

Analysis report on systems and methodologies for risk assessment in place in the EU and
beyond

Standardised system for data coilection

Guidelines for opseration and sustainability of the mapping system, including info sharing at EU
level

Reports of testing exercise in 4 countries highlighting critical factors
Methodological tool and guidelines

Suggestions for migration to different technological systems

Leaflet

Virtual scenarios

Web-site set up and constantly updated

At least 10 publications

Presentation of project results in at ieast 10 events in the EU
Events organised in Milan, Varna, Budapest

2.2.5 What is the expected impact of the proposed activities (in the short, medium and long term)
on the CIPS programme's objectives and on the target groups? how do you mtend to evaluate it?
{max 1000 characters):

p: for the complete list of 1ISO 2
country codes

Initials of the representative of the Applicant organisatan:
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Short term: Integrated Risk-Map will draw new scenarios of risk at local level. C! agencies will
increase awareness of terrorism rigk, allowing adoption of new risk management strategies and
operational protocols, improving compliance with EU Cl rules (including not only transport and
energy-current directive target- but potentially involving other Cl, as health, food, ICT, etc.).
Medium term: partners' countries maps network and information sharing will enable the creation
of further enfarged risk scenarios, covering most of the EU territory in the long term.
Medium/long term: access to integrated Risk-Map extended to entities at national level with an
interest in assessing the risk-level, within their operative context {enforcing agencies, Minister of
Internal Affairs, etc.).In ltaly,through the Internal Affairs Mininstry the model could be replicated
downward to other Regions and cities.

Actual and potential impact evaluated via focus groups and interviews with stakeholders

2.2.6 Based on which indicators do you intend to evaluate the implementation of your activities?
Who will do the evaluation of the impact and results of your project? (max 1000 characters):

Project progress will be monitored against biannual planning, covering: activities/sub-activities
undertaken, resuits attained, resources employed and budget spent. As physical indicators
milestones as well as quantitative and qualitative outputs will be used; as financial indicators
“Cost Performance Index" and “Schedule Performance Index". A self evaluation will occur at mid
term and end, assessing reievance, efficiency, effectiveness, impact and sustainability.
Monitoring and self-evaluation will be co-ordinated by an Expert contracted by the Applicant.
Biannual Monitoring Reports wiil highlight strengths and weaknesses in project implementation,
enabling management to solve problems, and adapt to new circumstances to improve
performance. The 2nd and 4th reports will include the self-evaluation findings. An external
evaluation based on the same criteria mentioned above will validate the internal exercise at

project end and will be published on web-site.

2.2.7.1 Why is the CIPS support needed to achieve the proposed results? How will the project
activities complement other activities (past, present, future) in this field? Will your activities have
a muttiplier effect on the public? If yes, to what extent? (max 1500 characters}.

it is highly recognised that terrorism threat can only be faced in a transnational context (Cl are
defined according to the effects of their being critical — domino effect — and not according to their
location). An effective protection of Ci requires communication, coordination and cooperation
both at national and at EU level. The project will hence improve terrorism risk assessment at
European level, from two points of view. Firstly it will make risk assessment more effective at
national level (in italy, in the Netherlands, in Bulgaria, in Hungary as well as in those EU countriei
adopting the model) thanks to an exchange of experiences and dissemination actions. Secondly
integrated mapping system (information sharing at EU level) will generate new European risk
scenarios, which can be progressively fed by other data (maps can dynamically represent -
geolocated variables from different databases).

The project complements the development of EU {C rules, in that it provides a tool to evaluate
risk of terrorism against Critical Infrastructures. In italy the project can be a development of the
Schengen Information System (SIS) within Internal Affaires Ministry and it promotes at local level
the “PIC working group” operating at national level (Protection of Critical Infrastructures).

2.2.7.2 Please describe how you intend to sustain the project (its activities, results, impact, etc) in
the medium and long term (max 1000 characters) after the period of CIPS financing has ended:

initials of the representative of the Applicant Srgunisaﬂon:
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The project implies enhancement and sharing at EU level of risk control, which is already part of
all the partners' strategies. The participation in the project of the key actors in the field of CI
terrorism risk assessment in each country will ensure the necessary institutional and financial
support to make the modei work both at national level and at EU level, through information
sharing, once the project ends. Technical sustainability will also be ensured, through the
identification of technological solutions enabling the widest extension as possible of the
integrated mapping system. At policy level, the project will contribute to the effort to uniform the
security “system and procedure”, as well as to create a common classification of “What" is
meant by “risk” and “How” to respond to it, through a unique language code. This will not only
inform the implementation process of Directive 2008/14, but it will be a step ahead in the EU
effort to reach a common security framework. ‘

2.2.8.1 Please describe the planned dissemination strategy (how and to whom) for the resuits of
your project (max 1000 characters):

PRODUCTS

a.Paper: terrorism risk indicators and Synthetic Risk Assessment Index

b.Systems and methodologies for risk assessment Analysis

c.Methodological tool and guidelines to run on different technological systems

d.10 concept papers on project scientific and technological contents

e. Monitoring/self-evajuation reports (partners)

f. Evaluation report and Quality Management Handbook including lessons learned

g.Leaflet

TARGET

Local Authorities, Local Police, Ci Owners, Enforcement agencies, Governmental Agencies,
National Policy makers, Big Events Organisers, Scientific Community, EU Policy makers and
legislator

MEANS

WEBSITE: free access for a, b, d, f, g; dedicated access for c. Contents in EN and original
languages

E-MAILING: all products/warning on web-availability sent to targeted mailing list in EU M/S
WORKSHOPS Milan, Budapest, Varna

CONFERENCES: e.g. Italian National Security Observatory; Terrorism Euopean Expert
Network; Eurocities Security

2 Mifan EVENTS

2.2.8.2 Visibility of the EU funding ~ Please describe how and where the logo and indication that
the activities are co-financed by the CIPS programme will be specifically mentioned {max 500
characters):

At project outset visibility guidelines will be issued and shared by all the partners, to ensure that
the target groups, the beneficiaries and public at large are aware of the EU/CIPS support.
Guidelines will describe how the EU logo, the wording and disclaimer foreseen in Annex V of
the Grant Agreement have to be displyed on all the materials produced (concept papers,
publications, banners, presentations, CD ROM, etc.). The Project Manager is responsible to
ensure compliance with guidelines.

Do you agree to the European Commission making the outputs and deliverables of your project
available to Member States' public authorities on a secure website (Critical Infrastructure
Warning Information Network - CIWIN}? Please tick 1 box. :

Yes
[ No

Initals of the repressntative of the Applicant organisation;
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QUALITY CRITERION
2.2.9 Conception and risks

2.2.9.1 Please explain why this project idea came about? Why and how does this project address
a real need at European level? (max 2000 characters):

Post 9/11 era highlights that terrorism Is a phenomenon that affects single countnies, but roots, -
motivations and organisational structure are placed at global level. Therefore terrorism threat
can be faced at continental ievel, in the logic of EU effort to adopt common security tools.
Preferred targets are big urban areas (big cities are complex and complexity generates
vulnerability), Critical Infrastructures of national countries (answering tc the two main goals of
any terrorist group: “best result, minimum effort”) and big events (high concentration of people
and high visibility - virtual density).

The project has been promoted by Milan as big city, concentrating Ci with a national and
European value (e.g. Milan airport is a major European hub) and in the process of organising
Expo 2015 (20 milion visitors expected - 30% from abroad). The intention is {c build on the
present experiences of Milan and other 3 countries in the use of geo-referenced risk mapping.
Such systems have been set up and used for few years, but to date they are not sufficiently
spread and integrated both at local/national and international level to constitute an effective tool
of risk control. The intervention at this relatively early stage of development of the mapping
systems for risk assessment is seen as a pro-active way to cope with the need of sharing the
information at EU level addressing in time the issue of interoperability. As a consequence, to the
extent to which it will enhance security of critical infrastructures in Europe, the project will
counter the domino effect of terrorism threats contributing to a positive domino effect.
Furthermore, the project will establish a system of indicators on terrorism risk assessment
based on operational concerns that can inform the European rules on terrorism prevention and

Critical Infrastructure protection.

2.2.9.2 Please demonstrate your knowledge of the most recent developments on the subject of
your proposal (bibliography, contact lists, needs' assessment, project preparatory work,
references to EU strategies/action plans, etc.) {(max 2000 characters).

Initials of the representative of the Appicant organisation:

44586

a




HOME/2010/CIPSIAGI025
Annex | — Description of the action

BIBLIOGRAPHY

SLAI?{KEKR V. (1997) Situational Crime Prevention — Successful Case Study, Harrow & Heston,
ew Yor

CLARKE R.V. (2006) Outsmarting the Terrorists, Praeger Publisher, Westport

JORDAN J. (9 March 2006) The Madrid Attacks: Results of Investigations Two Years Later,

Jamestown Terrarism Monitor

KILCULLEN D.J. (2007) Subversion and Countersubversion in the Campaign against Terrorism

in Europe, Studies in Conflict and Terrorism, 30(8)

KUZNAR L. & LUTZ J. (2007) Risk Sensitivity and Terrorism, Political Studies, 55(2)

SCHMIT A. (2004) Terrorism — The Definitional Problem, Case Western Reserve Journal of

International Law, 36(2)

SCHMID A., JONGMAN A.J (2005) Politlcal Terrorism: A New Guide To Actors, Authors,

Concepts, Data Bases, Theories, And Literature, Transaction Book, Amsterdam: North Holland

WILKINSCN P. (2007) Homeland Security in the UK: Future Preparedness for Terrorist Attacks

since 8/11, CSTPV, University of St. Andrews, Routiedge, UK

CONTACT LIST

Gruppo italiano di Studi sulia Sorveglianza

Liss, Living In Surveillance Societies, COST Action 1S0807 (MC; ITALY)

OSN, Osservatorio sulla Sicurezza Nazionale, Centro Militare Studi di Studi Strategici, Ministero

dell'internc, Roma

SCAN, Surveillance Cameras Awareness Network, Queen’s University di Kingston (ON),

Canada

Programme Committee, identity in the Information Society, London School of Economics,

Londra

NEEDS ASSESSMENT: .

in relation to public transport. Project “National Security Observatory”, Focus Group “Terrorism
and criminality in metropolitan areas”, Report in "Le guide pratiche per la sicure2za nazionale.
Caratterizzazione della minaccia terrorismo neile aree metropolitiane- Trasporti pubblici”
(29/9/2009)

PROJECT PREPARATORY WORK

Undertaken in the context of risk-assessment partners' previous experience:
Milan City Hall “Risk Map” (Italy)

Lombardy Region “Risk Map" (ltaly)

Rotterdam City Hall "Risk Map” (Nedertand)

2.2.9.3 What are the innovative aspects of your project? How? (max 1000 characters)

Firstly, the project will build a shared system of Indicators to define temrorism risks at EurOpean
level, which at present does not exist.

Secondly, the pro;ect will address the issue of mter-agency networking (local authorctias
enforcment agencies and Cl owners) at local/nationai as wel! as at international ievel, proposing
a model that is innovative in terms of elaboration and dissemination. The risk map model is
created on the basis of a “bottom-up approach”, i.e. from the local perspective of risks
assessment to the sub-national/national until to the EU level; once the method to represent
phenomenon through territorial mapping is shared it can be transposed at European level and
opened to exlstlng technologies such as for example Googla Earth, depending on the strategic

choices.

2.2.9.4 In the implementation of your project, what are the potential risks, uncertainties and
difficuities, as well as possible favourable factors? What is your risk mitigation strategy? Please
answer both questions (max 1000 characters):

Initiats of the reprasantative of the Applicant onganisation: )
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1. Difficulty in reaching shared theoretical model of terrorism. Theoretical approach overcome
focusing on operational concerns based on actual threats. 2. Difficulty in reaching synthesis out
of a wide range of practices and methods. Shared language code pursued driven by
implemented technologies. 3. Limits to model elaboration and operation imposed by privacy
requirements and respect of individual freedom. Modus aperandi sought deriving from
compliance with countries’ legislation. 4. Existing maps technology limiting model and
information sharing. Best technoiogical solutions sought, including appropriate software
migration. 5. Relevant stakeholders’ (e.g Cl owners} unavailability to be involved in mapping
exercise {constraining effective operation of the mapping system and proper testing).
Consensus built and project objectives shared. 8. Dissemination constrained by confidentiality
needs and social warning fear. Adequate policies defined for information access.

2.2.10 Methodology and Organisational structure

2.210.1 Please describe the methodology to achieve the desired objectives (max 1000
characters).

The present project focuses its methodology on a qualitative approach based on the European
Law Enforcement; the Council Directive 2008/114/EC -~ European "Critical Infrastructures” and
the complementary “Critical Information Infrastructure Protection” (ClIP} = COM(2009) 149.
The legislative sources are then integrated with the most European diffused doctrine for the
definition of the “Critical Infrastructures”, “Terrorism” and the reiated “Risks" concepts: the main
research variables.

The pragmatic and operative approach is reached through the techmque of privileged witnesses
and experts interviews: Milan Local Police Agents who in concrete manage the Milan City Hall
"Risk-Map" software, as well as the Lombardy Region and Cl stakeholders.

Finally the Italian “Risk-Map” is shared with the experience in this context of the other present
project European Partners (Nederland, Hungay, Bulgaria), using the same methodological

model to create an “Integrated Risk-Map Against Terrorism Issue”

2.2.10.2 Timetable for implementation. Piease provide comments on the timetable attached to
the Budget Estimate Form (max 1500 characters):

The project will 1ast for 24 months and will include a set of horizontal activities {0.1 to 0.4) and
five operational phases.

HORIZONTAL ACTIVITIES (0.1-0.4) - Project management and monitoring will run throughout
all the project period (with 3 strategic meetings among partners, 4 biannual monitoring reports
and two self-evaluations), whereas external evaluation and audit will take place at the end of the
implementation.

PHASE 1 INDICATORS AND EXPERIENCE SHARING (act. 1&2; Months 2-9) - On the basis of
collaboration among partners and best practice exchange, condition are set to create the
integrated risk assessment mapping model {indicators established and comparatwe analysts
carried out; 3 experience sharing events organised).

PHASE 2 MODEL ELABORATION (act. 3&4; Months 9-14) - Based on the cutputs of Phase |,
the model will be elaborated and all the operational, procedural and technological aspects will
be defined. PHASE 3 TESTING (act. 5-8, Months 15-16) — The model wili be tested in the 4
target countries, and findings described in specific reports.

PHASE 4 MODEL FINE TUNING (act. 9; Months 17-19) - Final elaboration of the
methodological tool will take place.

PHASE 5 DISSEMINATION (act 1) - Web-site set up on Month 2 and constantly updated.
Strategy will be outlined on Month 4. A number of communication actions will take place
between Month 7 and Month 12 and from Month 15 a wide dissemination of the results will be
carried out until ths end of the project.

Organisation

Initals of the reprasentative of the Applicant organisation:
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~ Annex | - Description of the action

Please describe here the organisational structure and key staff of the project. Please provide the following information l

for each project staff member. name, expetience in the field, basic description of the person's activities and
responsibilities, as well as information showing the suitabllity of the person for the function/position In the project,
his/her availability for the project activities, the estimated numbar of days of work that he/she will dedicate {o the
project activities. Please indicate the contractual relation of the staff member to the organisation (permanent staff,
temporary staff member, volunteer etc.)-
Cyrriculum Vitae of Y
In case there Is no

please provide the description of the function itself within the overadl siructure of the project and the required
qualification/experience. .

+ ol

i lhe proje {5

2.2.10.3 Please describe the organisational structure and implementation procedures of the
project, the distribution of tasks between Applicant and Partner organisations. Organisation ¢hart
of the project must be attached (max 1000 characters):

Strategic guidance of the project will be undertaken by a Steering Committee, including the
Applicant, Co-Beneficiaries and Assoclate Partners. The SC will meet 3 times (beginning, mid-
term, end) with the aim to approve activity ptanning; discuss and validate project development;
approve the main strategic outputs.

Project management will be carried out by a Project Management Team, led by the Project
Manager, including the Financial Manager, administrative staff appointed by the Applicant as
well as one manager per partner. Project activities will be carried out by Country Teams
including scientific and technological experts. Scientific representatives of each Country Team
will be part of a Scientific Committee, -

2.2.10.4 Project Manager(s) - Profile of the person(s) who actually manage(s) the project and will
be directly in charge of managing the contract if this project is awarded a grant. hame, position
(in the organisational structure of this project), experience in the field and tasks in this project.
Relevant CVs must be attached (max 2000 characters):

As Project Manager (PM), Milan City Council will contract Ms Alessia Santuccio. She has
significant experience in the management of EU projects, in particular;

i. EGAIS ~ Ethical governance of emerging technologies, EU funded project, VIl Framework
Programme (FP); and ii. L4S: Learning for security, EU funded project, VIl FP. Role held:
Coordinator of UCSC partner. The main activities and responsibiiities related to previous
experience are. writing of project proposals; European Consortium's organisational
coordination; ptanning, scheduling and controlling of the research activities (definition of
workplan, milestones and workpackages); delivering of quality products against a tight
scheduls; organisation of Consortium meetings and research workshops, writing of project
reports and scientific publications; writing of research deliverabies; creation of project leaflets
and press articles; dissemination strategies' planning and exscution.

The PM will be responsible for building momentum, ensuring the overall coordination of project
activities, acting as interface with the EC, and ensuring the proper communication flow between
strategic (Steering Committee) and operational levels (Country Teams). Ms Santuccio's input is
of 192 working days (w/d).

2.2.10.5 Other project staff — Profiles of other staff responsible for the project activities foreseef:
name, position {in the organisational structure of this project), experience in the field and tasks in
this project. Relevant CVs must be attached (max 2000 characters):

Initake of the representative of the Appiicant crparisation:
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T. MASTRANGELO - 40 years in security and risk analysis field, has been directing since 2009
Milan Central Directorate for Security. As responsible of city ‘Risk Management System”, he is
TECHNOLOGICAL COORDINATOR of ltalian team (22 w/d).

M. LOMBARDI - Internationally recognised expert in risk and emergency management,
terrorism and natural disasters. Professor at UNICATT, he is scientific directer of Civil Protection
Excellent Institute, member of the EENeT, of Centre for Terrorism and Counterterrorism, and
responsible of ITSTIME project. He is SCIENTIFIC COORDINATOR, mainly invoived in Phase
1 and dissemination (70 w/d).

A. CERESA - International PhD in Criminology and specialised in global terrorism, international
prevention and impact of new technologies. As SCIENTIFIC EXPERT, she will be involved in
Phase 1, 2 and dissemination (120 w/d).

M. CHRISTOVA, Expert on European integration at EU office of Varna Municipality and former
Counsellor with BG Permanent Representation to EU. As BG PM, she will coordinate BG team
activities (20 w/d).

T. BONNYA|! specialises in Cl protection, disaster and defence management. She has
experience in EU Affairs and projects for Budapest municipality. AS H PM, she will be in charge
of coordinating H team activities {20 w/d).

P. UITHOL, has a career in police forces and specialises in crisis management. He develops
counter terrorism action plans and action plans focused on Cl. Mr Uithol is TECHNOLOGICAL
EXPERT of NL team. He will be mainly involved in experience sharing and model elaboration
and testlng (15 wid).

M. WORP is experienced in security and public safety policy R&D (implementing risk profile
policies, multidisciplinary events policies, Cl preparedness). As NL PM, he will coordinate
Dutch team activities, mainly involved in Phase 1 and 5 (15 w/d).

D. MAZARESE is Consultant at UNICR! in the Security Governance/Counter Terrorism Unit. As
SECURITY POLICY EXPERT, will advise in Phase 1 and facliitate dissemination.

2.2.10.6. Financia! management — Name and profile of the person responsible for overall
financial management of this project. Please indicate also who wiil be responsible for the
operational tasks of daily financial management of the project, if different from the person for
overall financlal management. Relevant CVs must be attached (max 1000 characters).

Mr Paclo Mascia, temporary staff member of Milan City Council, wil! be in charge of the financial
aspects of the project in compliance with the Grant Agreement and EU rules (cost ¢laim,
expenditure eligibility assessment and financial reporting). He will constantly coliaborate with
Mrs Bettarello (40 working days foreseen), from the Directorate for Security of the City Council
of Milan. Mr Mascia will liaise with the persons appointed by each Co-Beneficiary as
administrative and financial responsible. His input will be of 120 working days.

VALUE FOR MONEY CRITERION

2.2.11.1 Piease justify the project costs as foreseen in the Budget Estimate Form. Please explain
to what extent does this Budget Estimate represent the most economic and efficient solution
and/or the best value for money? (max 1000 characters). A

Initiats of the representative of the Applicant organisation;
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The project team includes a considerable number of parmanent staff from partners'
organisations (nearly half of the working days) provided at zero cost for the project budget. The
higher amount of work time in the Italian team compared to cther countries’ teams is justified by
the fact that most of the phases are led by Mitan City Council (the project promoter) and Unicatt
(as scientific coordinator). Meetings are limited to what is strictly necessary to ensure effective
exchange and discussion (3 coordination meetings, 3 experience sharing workshops and
dissemination events, of minimum duration), the rest of interaction being at virtual level.
Products will be mainly produced and disseminated in electronic format. Reliance on translation
services is limited to the cases in which multitingual versions of the products cannot be supplied
by project staff.

" 2.2.11.2 Involvement of third paﬂieslsubcontractinglconsultants: Describe and justify any
arrangements for involvement of third parties/subcontracting/consultants, if applicable. Describe
in details the work to be done by third parties (i.e. draft terms of reference).

Please demonstrate the need for involvement of third parties/subcontractors and explain how you
will select them. Explain the basis of the calculation of the cost estimates for subcontracting.

NB: Subcontracting is hot allowed _within the Partnershi neither Applican
organisation/cqardinator nor to Co-beneficiaries or Asgociate Partners) and cannot exceed 30%

of the total eligibie costs of the project. (max 1000 characters):

The Appiicant will sub-contract the following services, since they require specialised expertise
and skills, which cannot be internalty provided: 1. information and Communication Technology
services to support in the set up, test and final elaboration of the model of integrated risk
mapping, focusing in particular on systems interoperability; 2. Information and Communication
Technology services to set-up a web-site, including dedicated areas of restricted access, to
disseminate project results to selected target groups and to upioad the project monitoring tool
{accessible only to project partners), 3. Monitoring and self-evaluation; 4. External evaluation; 5.
External audit. The costs of subcontracted services have been estimated on the basis of current
market prices (offers are in annex). Subcontractors will be selected following public _
procurement procedures according to appiicable rules, in order to ensure best value for money -
and transparency. :

EUROPEAN DIMENSION CRITERION

2.2.12 What is the added value of your project at European level? Please demonstrate the
European dimension of the activities and their geographical impact. (max 1000 characters):

Firstly, the project makes a comprehensive analysis of the experiences at both EU and
international level in assessing the risk of tarrorism against Cl. The scope of the analysis does
not only include the 4 partners’ countries, but thanks to UNICRI and UNICATT it will elaborate
on the state of the art at global leval. ~ o '
Secondly the project will build indicators, an Index of Terrarism Risk and a model with
operational guidelines, which can be used in other EU countries, thanks to a wide dissemination
strategy ‘

Thirdly, the project set the basis to create an integrated mapping system at EU level
(information sharing). .
Fourthly, it contributes to EU effort in creating a common classification of “What” is “risk” and
"How" to respond, through a unigue language code (informing EU poiicy and legislation on Cl as
well as security)

Last but not least the model is built and tested in a context where a big international event is
being organised, contributing to security of many European visitors _

Initiais of the representative of the Applicant organisation:
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2.2.13 Additional commenlts {max 2000 characters)

Initials of the representative of the Applicant organisation: ‘
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Project title: {System of Maps Assessing Risk of Terrorism agalnst Gritical Infrastructures in__ |
eading E |Publications and disaemination - i . ] 18.482,17]
Name of the :'0';;1:'?.'“ |
thnlglﬂqq - llﬂdungn"; :
600 . llllmh.l'ﬂf
Gire. |PRAOS, lw- of
RO ‘,‘ Oli , A b S \)
stakaholders ang editing and
HfUBr:: icipta lity Leaflet potentiall participant to 4,00 20,00 80,00|design costs
o pes conferences I pages) ‘
takeholders and
HU Municipality |CD for s an
of Budapest dissemination ﬁ:’ef::i::}lc;;:mcapant to 15,00 5.00 7-5'00|
Ni. Safety D for stakehoiders and 15000
Region of potentiall participant to 30,00 500 /
IRoherdam Area digserination confersnces :
an

E Publ
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,o'rganlsatlon:

Comune di Milano

lEroject title:

Events Rallles - Smart Ciber

System of Maps Assessing Risk of Terrorlsm against Critical Infrastructures In Big |

It'leadlli‘g,F.

|Other possible directcosts -~ .. . . .. .t 61.084,00f

e [|aclivitylnthe |
-~ [Technicai.. . .

Monitaring,
Mode! of Technol |
integrated echnological
mapping support (web-site,
Comune i larrorism risk . |oioring tool, 1,00 56.884,00  56.884,00
Organization and and systems ’
. interoperabillity) -
technological See offer attached
aspects -
Dissemination
0,00
0,00
0,00
Municipality of  [Margarita Technolagical ‘ ‘
Varna Christova Coorginator 1.00 2.200,00 2.200,00
0,00 0,001 0,00
0,00 0,00 0,00
0,00 gool - GO0
0,00 0,00 . 0,00
0,00 0,00 0,00
0,00 0,00 0,00

F Oth

Jol%8




Organlisation:

Comune di MHlano

Projact title:

System of Maps Asseasing Risk of Terrorism against Critical infrastructures in Big Eventa
Rallies - Smart Ciber

IHiafdl'lig H

|Overheads. .« i -

] 20.187,41]

Genarsl LUMP SUM
IT Comune di LUMP 44 pi
IMiano General LUMP SUM 1,00{SUn 11.000,00;  11.000,00
BG Municipality of LUMP
Varna General LUMP SUM 1,00 SUM 3.540,00; 3.54:_0.
HU Municipality of LUMP P
JBudap_est General LUMP SUM 1,00 SUM 1.548,85 7 .‘1 54885
NL Safaty Region LUMP o
fof Rotterdam General LUMP SUM 1,00 SUM 1,877,113 1.577.13
Area .
{T Universita LUMP ‘
Cattolica del General LUMP SUM 1,00 2.523,43 2.823,43
SUM :
Sacro Cuore
LUMP .
1.000c 0,00 0,00
LUMP '
1,00 SUM 0.00 0,

H Qvarheads
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Organisation:

Comune di Milano

Project title:

in B_llEvenh Rallles - Smart Ciber

Syatem of Maps Assessing Risk of Terrorism against Critical Infrastructures

i

LR R

Name of the organisation which | o o0 3
Incure and books the Income - 2]
' T cés}l ldmp =
Comune di Milano 1,00 sum 0,00 000
i cash lump .
Municipality of Varna A 1,00 sum 000l 000
; cash lump
Mnlmpallty of Budapest 1,00 sum 000, 000
. cash lump T
ISafety Region of Rotterdam Area 1.00 sum 000 0,00
Universita Cattalica del Sacro cash lump L
Cuare 1,00 sum 0,001 0,00
IFIH in the name of the Partner in cash lump 3
sheet K Partn in call A 13 1,00 sum 0,00f 0,00
Fill in the nama of the Partner in cashiump B
warksheet K Partn In cell A 14 1,00 sum 0,00 0,00
ITI in the name of the Partner in cash lump
workshest K Partn in cell A 15 1,00 sum 0,00: 0,00
cash lump
|LREF] 1,00 sum 0,00{ 000
cash lump '
#REF! 1,00 sum 0,00} 0,00
cash lump : '
FREF! 1,00 sum 0,001 0,00
cash lump
lxREFI 1.00 sum 0,00 . 0,008
cash lump
["‘REF' 1,00, sum 0,00 0,00
cash lump
e 1,000 sum 0,00, 0,00
Filf in the name of the Partnerin cash lump .
warksheat K Partn in cell A 22 1,00 sum 0,00/ 0,00

J Income
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Organisation; Comune d! Milano

System of Maps Assessing Risk of Terrorism against
Project title: Critical Infrastructures in Big Events Rallles - Smart
Clber

{comune di Miano 1,00 m: wm| 7435207 74352.07
JM unicipality of Varna 1,00 f::"; wm| 9170000 8 179_.90

{Municipaiity of Budapest 1,00 I‘:;:g sum| 822740 822740 |
Safety Region of Rotterdam Area 1,00 ﬁfr:: sum 1.601,40 1.601,40 ‘
Universita Cattolica del Sacro Cuore 1,00 ﬁ‘ar:'; sum 3.308,20 | 3.398.30 L
g | el ] oo

o e e P

i e e a1 T B L

Fill in the name of the Partner in 1.00 cash 0.00 0,00

woiksheat K Partn in cell A 22 T lump sum f

K Partn | 9_3 /qG



Organisation:

Comune di Milano

Project title:

System of Maps Assessing Risk of Terrorism against Critical
Infrastructures in Big Events Raillies - Smart Ciber

e

H..d'ng"'

‘ |thz:d)

Financlal contributio

n from other. org

L Org

XRG

- cash/lump
sum o
cash/lump ‘ o
1,005 0,00] 0,00{
cash/lump R
1,00/ 000 . - p_,ooi
cash/lump
100" 0.00 0,00
1,00/c28Nurmp 000f o,
sum _ ‘
1,00/c83N/lump 000, = 00
sum . ‘
cash/lump
1,00 sum 0,00 : | O,CEI
1,00 cash/lump 0.00| 0,0BI
sum
cash/lump
1000, 0,00) | ‘Q._
1,00 cash/lump 0,00, - 0,0
sum .
1,00]c8Mump 000, 0,0t;l
sum .
1,00 cash/lump 0,00| 0100]
- isum
cash/lump ' .
1,00 sum 0,00 | :O,D
1,00 cash/lump 0,00 0,00]
sum
sum _
1.00 cash/lump 0,00 o,
sum a
1,00 cash/lump 0,00 O'TI
sum
cash/lump
1,00 Sum 0,00 0,00]




FJrgan‘tsation: Comune di Milano

Project title: System of Maps Aséossing Risk of Terrorism against Critical Infrastructures in Big Events Rallies - Smart Ciber

Summary timetable for implementation

Activities as stated in the Technical Annex (see Part Al

- Application Fonmn Section 2.1.13) M2 | M3 | Ma [ M5 | Ms | M7t M8 [ Mo | M10 | Mt ] M2 | W93 Imar4) M15 | M16 | M17 [ M1 | M19 | M20 { M2 | M32 | M23
0.1 Overall Project Management and coordination R
0.1 Monitoring

0.3 External evaluaiion

0 4 Exteynal audit

1. Defining indicatars

- 12. Comparative analysis and exparience sharing

3. Model of integrated mapping of terrorism risk

4. Organisational and technological aspects
5. Test in Milan

6. Test in Rotterdam

7. Test in Budapest

8. Test in Vama

9. Final elaboration of methodological ool

10. Communication and Dissemination of results

QeCy WERIETS: EANS PR
g ey

[Tite of the activity - Application Form Section 2.1.13

Title of the activity - Application Form Section 2.1.13

Title of the activity - Application Form Section 2.1.13

Titie of the activity - Application Form Section 2.1.13

Title of the activity - Application Form Section 2.1.13

Title of the activity - Application Form Sectian 2.1.13

Title of the activity - Application Form Section 2.1.13

Title of the activity - Application Form Section 2.1.13

itle of the activity - Application Form Section 2.1.13

Title of the activity - Applicaton Form Section 2.1.13

itle of the activity - Application Form Section 2.1.13

itie of the activity - Application Form Section 2.1.13

Title of the aclivity - Application Form Section2.1.13

itle of the activity - Application Form Section 2.1.13

Title of the activily - Application Foem Section 2.1.13

ithe of tha activily - Application Form Section 2.1.13
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ANNEX HTT

Technical implementation reports and financial statements to be submitted

The tech.nical implementation report, financial cost statements and other documents referred to in Article
1.4 of t.hlS Grant Agreement must be submitted in duplicate (1 original and 1 copy) within three months
following the end date of the action as specified in Article 1.2.2 of this Grant Agreement. The final] report
consists of: ' '

* a final narrative report on the implementation of the action - Word file to be downloaded from the
website of the Commission, DG Home Affairs:

http://ec.europa.eu/home-affairs/funding/cips/call_10129/call 10129 en.htm

® a summary of maximum two pages in English, French or German (Word document) summarising the
objectives, the context, the target groups, the activities, the achievements and the deliverables of the
project. This summary is to be published on the website of the Commission, DG Home Affairs within
the framework of its information and dissemination activities;

¢ the deliverables: reports, surveys, studies, CD-ROMs, DVDs and other deliverables and documents
produced within the framework of the project (an electronic version of all these documents must be
also provided); where courses, seminars, conferences, studies, etc. are concerned, signed attendance
lists, agendas, results of the evaluation made by the participants and copies of the conclusions or
proceedings;

* & final cost statement, dated and signed, drawn up in national currency, presented according to the
same breakdown of revenue and expenditure as the one used for the detailed Budget Estimate in Annex
11 of this Grant Agreement - Excel file to be downloaded from the website of the Commission, DG
Home Affairs:

http://ec europa.euwhome-affairs/funding/cips/call 10129call 10129 en.htm

The final cost statement must be completed in all its parts:

- a complete copy of extracts from the general ledgers detailing all the items of expenditure and including
payment references;

- copies of the bank statements, receipts or other proof of payment corresponding to the items stated in the
ledger and the budget of the project.

The accompanying supporting documents (including proofs of payments) that refer to the costs incurred
during the eligibility period of the project are to be originals or certified copies and must:

e} bear reference to the column "number of supporting document” indicated in the final financial
statement to enable the Commission to associate them easily;

o) show date of issue of the docurnent;

e} indicate the amount.

In accordance with Council Directive 2006/112/EC of 28/11/06 value added tax (VAT) is a non-eligible
cost unless the beneficiaries can show that they are unable to recover it. It should be noted that VAT paid
by a Member State public bodyl (for example, a ministry or other authority) to operators who are subject

! In accordance with Council Directive 2006/112/EC of 28/11/06, states, regional and local government authorities
and other bodies governed by public law shall not in theory be regarded as taxable persons in respect of ;he
activities or transactions in which they engage as public authorities. . :
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to VAT (when purchasing goods / supplying services within the framework of the implementation of the

co-financed action), is not eligible. The VAT thus collected by operators liable for tax will in fact be

returned to accounts of the Member State of the public body. Therefore if costs charged to the action

comprise VAT, evidence in the form of an official document, from the appropriate tax authority, certifying
that the organisation is unable to recover VAT directly or indirectly (cf. Article 11.14.4) must be provided.

In accordance with Art. 11.20.2 of the Grant Agreement, the beneficiaries shall keep at the Commission's
disposal all original documents, especially accounting and tax records, or, in exceptional and duly justified-
cases, certified copies of original documents relating to the agreement, stored on any appropriate medium
that ensures their integrity in accordance with the applicable national legislation, for a period of five years
from the date of payment of the balance specified in Article J.5.

e An electronic version (USB memory stick or CD-Rom}) of the narrative report (Word document), the
summary (Word document) and the final cost statement (Excel document).

« A formal request for final payment - Excel file to be downloaded from the website of the
Commission, DG Home Affairs:

http://ec.europa.curhome-affairs/funding/cips/call_10129/call 10129 en.htm

e A statement showing the amount of interest or equivalent benefits generated by pre-financing
payment.
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ANNEX TV

MANDATE

Municipality of Budapest
Varoshaz u. 9-11.

1052 Budapest -Hungary
VAT number: 15490012-241

(“the co-beneficiary™), represented for the purposes of signature of this mandate by Istvén
Tarl6s/Mayor

of the one part,
and

Comune di Milano
Piazza Scala 2 —~

20121 Milano - ITALY
VAT number: 019925158

hereinafter called “the co-ordinator”, represented for the purposes of signature of the agreement by
® Mr. Tullio Matrangelo, Central Director for Security

of the other part,

HAVE AGREED

For the purposes of the implementation of the agreement System of Maps Assessing Risk of

Terrorism against Critical Infrastructures in Big Events Rallies HOME/2010/CIPS/AG/025
between the European Commission and the co-ordinator,

The following:

1. The co-beneficiary grants power of attorney to the co-ordinator, to act in his name and for
his account in signing the above-mentioned agreement and its possible subsequent riders
with the European Commission. Accordingly, the co-beneficiary hereby mandates the co-
ordinator to take full legal responsibility for the implementation of such an agreement.

2. The co-beneficiary hereby confirms that he has taken careful note of and accepts afl the
provisions of the above agreement with the European Commission, in particular all
provisions affecting the co-beneficiary and the co-ordinator. In particular, he acknowledges
that, by virtue of this mandate, the co-ordinator alone is entitled to receive funds from the
Commission and distribute the amounts corresponding to the co-beneficiary’s participation
in the action.

3. The co-beneficiary hereby agrees to do everything in his power to help the co-ordinator
fulfil the co-ordinator’s obligations under the sbove agreement. In particular, the co-
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beneficiary hereby agrees to provide to the co-ordinator whatever documents or

information may be required, as soon as possible after receiving the request from the co-
ordinator.

4. The provisions of the above agreement, including this mandate, shall take precedence over
any other agreement between the co-beneficiary and the co-ordinator which may have an

effect on the implementation of the above agreement between the co-ordinator and the
Commission.

5. A copy of this mandate shall be annexed the above agreement and shall form an integral

part of it.

SIGNATURES

For the co-beneficiary For the co-ordinator

GRULAMUTIRAY e,
[Name/forename]
[Function]
[Signature]
Doneat........ccovenene. [Place],

In duplicate in English
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Annex V

Publicity on the grant given by the European Commission under the

Specific Programme
"Prevention, Preparedness and Consequence Management of Terrorism and other Security-
related Risks' (CIPS)

V.1. Information requirements for any communication or publication

Where the beneficiaries are involved in visibility activities they shall inform the public, presé@.nd
media of the action (internet included), which must, in conformity with Article IL.5 of th”éaGrant
Agreement, visibly indicate the mention: A,
“With the support of the Prevention, Preparedness and Consequence Management of Terror:sm’updother
Security-related Risks Programme & &
European Commission - Directorate-General Justice, Freedom and Secunty '%“‘%
o

oy A,,s‘

The following graphic logos shall be used: )
In colour: g

i
- r” éﬁ% b

“With the support of the Prevention, Preparedness and Consequence Mayug’tmem of Terrorism and other
Security-related Risks Programme*; ="
European Commission - Directorate-General Justwgw?feedam and Security"

Monochrome: A ﬁy«
R W“?;,%y }i;f»"{
t *
Tagn” \%‘
“With the support of the Prevention, Preparedness and C‘r)gsequence Management of Terrorism and other
Security-related } T ‘Programme

Eurcopean Commission - D:reuorute-(i'eneral Justice, Freedom and Security"’

The logo must always be followed by the textindicated above. Logos without the wording mentioned
abov@,@e strictly forbidden.

i
V.2. Publications O *‘%
.’s% ‘iwﬁ

Where the action or part of the' “adtion is a publication, the following mention must also be
indicated: %% -

"This project has been funded 15??!1 the support of the Prevention, Preparedness and Consequence Management
of Terrorism and other S;eé‘u{:ty-related Risks Programme European Commission - Directorate-General Justice,
Freedom and Secnﬂ;jf*' This publication fcommunication] reflects the views only of the author, and the
Commission cannot%g ﬁﬂe Id responsible for any use which may be made of the information contained therein”,

which together wﬁh the graphic logos shall appear on the cover or the first pages following the
editor’s r@eﬁl})g‘on

The te’f hmchl specifications for Publications — Colour and monochrome printing of the EU flag
can be“downloaded from the webpage of the Commission

5
ttﬁ‘:‘ffeuroga.eu/abc/symbols/emblem/download en.htm

V.3. Use of signs and posters

If the action includes events for the public, signs and posters related to this action shall be
displayed. This shall include the logos and texts mentioned under paragraph V.1. Authorisation to
use the logos implies no right of exclusive use and is limited to this agreement. As the action is
co-financed, the importance given to the above-mentioned publicity must be in proportion with
the level of Union financing.
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