
I- SPECIAL CONDITIONS 

ARTICLE 1.1 -PURPOSE OF THE GRANT 

HOME/20 l 0/C IPS/ AG/025 
30-CE-0453363/00-22 

I. I .l The Commission has decidect to award a grant, under the tenns and conditions set out in 
the Special Conditions, the General Conditions and the Annexes to the agreement, which 
the benefidarles hereby deciare that they have taken note of and accept, for the action 
entitled System of Maps Assessing Risk of Terrorism agaiost Critlcal 
lnfrastructures in Big Events Rallies ("the action"). 

I. I .2 The beneficiaries accept the grant and undertake to do everything in their po wer to carry 
out the action as described in Annex I, acting on their own responsibility. 

ARTICLE 1.2- D URATION 

1.2.1 The agreement shall enter into force on the date when the !ast of the two parties signs. 

1.2.2 The action shall run for 24 months from the first day of the month following the date 
when the !ast party signs ("the starting date of the action''). 

ARTICLE 1.3 - ROLE OF THE BENEFICIARIES 

I.3 .l The co-ordinator shall: 

a) have full responsibility for ensuring that the action is impJemented in aceordanec with the 
agreement; 

b) be the intennediary for ait communication bétween the co-beneficiaries and the Commission 
in accordance with Artici e 1.8. Any claims that the Cmnmission might have in respect of the 
agreement shall be addressed to, and answered by, the co-ordinator, save where specifica!Iy 
stated otherwise in the agreement; 

c) be responsible for supplying ali documents and infonnation to the Commission which may be 
required under the agreement, in particular in relation to the requests for payment. The co­
ordinator shall not delegate any part of this task to the co-beneficiaries or to any other party. 
Where infonnation from the co-beneficiaries is required, the co-ordinator shall be responsible 
for obtaining and verifying this infonnation and for passing it on to the Commission; 

d) infonn the co-beneficiaries of any event of which the co-ordinator is aware that is liable to 
substantiaily affect the implementali on of the action; 
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e) inform the Commission of transfers between headings of eiigihle costs, ~ provided in Artici e . 
1.4.4; 

f) make the appropriate arrangements for providing the financial guarantee or the joint guarantee 
of the bene fi ciaries partici pating in the action; when requested, under the provisions of Artici e 
1.5; 

g) estabiisb the payment requests on behalf of the beneficiaries, detailing the exact share and 
amount assigned to each beneficiary, in aceordanec with the agreement, the estimated eligible· 
costs as foreseen in Annex II, and the actual costs incurred. Ali payments by the Commission 
are made to the bank account(s) referred to in paragraph l of Artici e I. 7; 

h) where designated the sole recipient of payments on behalf of ali of the beneficiaries, ensure 
that ali the appropriate payments are made to the co-beneficiaries without ~ ustitied delay in 
aceordanec wi th paragraph 3 of Article l. 7 and shall inform the Commisaion of the 
distribution of the Union financial contri bution between the co-beneficiaries and of the date of 
transfer, upon request from the Commission; 

i) be responsible, in the event of audits, checks or evaluations, as described in Articles II.20 and 
11.6, for providing ali the necessary documents, incJuding the accounts of the co-beneiiciari es, 
the original accounting documents and signed copies of pub-contracts, if any have been 
concluded by the beneficiaries in aceordanec with Article 11.9.' · 

1.3.2 The co-beneficiaries shall: 

a) agree upon appropriate arrangements between thernselves for the proper performanec of 
the action; 

b) forward to the co-ordinator the data needed to draw up the reports, financial statements and 
other documents provided for in the agreement inclucting i ts Annexes; 

c) ensure that ali information to be provided to the Commission is sent via the co-ordinator, 
save where the agreement specifically slipulates otherwise; 

d) inform the co-ordinator immediately of any event liable to substantiaily affect or delay the 
imp Jementation of the action of which they are aware; 

e) inform the co-ordinator of transfers between headings of eiigihle costs, as provided in 
Article 1.4.4; 

f) provide the co-ordinator with ali the necessary documents in the event of audits, checks of 
evaluations, as described in Articles 11.20 and 11.6. 

ARTICLE 1.4- BREAKDOWN OF COSTS- FINANCING THE ACTION 

1.4.1 The total cost of the action is estimated at EUR 315,553.88, as shown in the estimated 
budget in Annex II. The estimated budget shall give a detailed breakdown of the costs 
that are eiigihle for Union funding under the terms of Article II. l 4, of any other costs that 
the action may entail, and of ali receipts, so that receipts and costs balance. 

The estimated budget in Annex II shall include a table indicating the breakdown of 
estimated eiigihle costs and receipts between each beneficiary. The table shall be agreed 
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col.lectively by the beneficiaries and shall be deemed to fonn an integral part of the 
estlmated budget of the agreement. 

1.4.2 The total eligib le costs of the action for which the Union grant is awarded are estimated 
at EUR 315,553.88, as shown in the estimated budget in Annex II. 

lndirect costs are eiigihle for fiat-rate funding of 6.8347% of the total direct c~sts 
eligible, to the conditions Jaid down in Article II.I4.3. The amount of this fiat rate 
financing cannot exceed EUR 50.000. 

1.4.3 The Commission shall contribute a maximum of EUR 220,887.71, equivalent to 70% of 
the estimated total eligib le costs indicated in paragraph 2. The final amount of the grant 
shall be detennined as specitied in Article II. !7, without prejudice to Article II.l9. 

The Union grant may not finance the entire costs of the action. The amounis and sources 
of co-financing other than from Union funds shall be set out in the estimated budget 
referred to in paragraph I. The Commission does not accept that the extemal co-financing 
referred to above should be partially or entirely made up of contributions in kind, 
notwithstanding the provisions ofarticle 11.14.5. 

1.4.4 By way of deragation from Article 11.13, the co-ordinator may, in agreement with the co­
beneficiaries, when carrying out the action, adjust the estimated budget by transfers 
between headings of eiigihle costs, provided that this adjustmeni of expenditure does not 
affect implementation of the action and the transfer between headings does not exceed 
l O% of the amount of each beading of estimated eiigihle costs for which the transfer is 
intended, and without exceeding the total eiigihle costs indicated in paragraph 2. The co­
ordinator shall infonn the Commission in writing. 

ARTICLE 1.5- PAYMENT ARRANGEMENTS 

1.5.1 Pre-finaneing 

Within 45 calendar days of the date when the )ast of the parties signs the agreement, a 
pre-finaneing payment of EUR 132,532,62 shall be made to the co-ordinator, repcesenting 
60 % of the amount specitied in Article 1.4.3. 

1.5.2 lnterim Payment 

Articles 11.15.2 and 11.15.3 are not applicable. 

1.5.3 Payment of the balance 

The request for payment of the balance shall be accompanied by the final technical 
implementation report and financial statement, incJuding a consolidated stalement and a 
breakdown between each beneficiary, specitied in Article 11.15.4 and by a certificate on the 
action's financial statemenis and underlying accounts for each amount exceeding l 00 OOO 
EUR per beneficiary, produced by an approved auditor/a competent and independent 
public. 

The Commission shall have 90 days to approve or reject the report and to pay the. balance in 
accordance with Artici e II.l7, or to request additional supporting documents or infonnation 
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under the procedure !aid down in Article ll.l5.4. The co-ordinator shall have 30 calendar. 
days in which to submit additional information or a new report. 

The Commission may suspend the period for payment in accordance with the procedure in 
Article 11.16.2. 

1.5.4 Exchange rate applicable for the conversion ofcurrencies into euro 

Payments shall be made by the Commission in euro. The co-ordinator shall submit the 
payment requests in accordance with article 1.5.3, including the underlying financial 
statements, in euro. By way of derogation from article 11.16.1, any conversion of actual costs 
into euro shall be made by the beneficiary at the monthly acecunting rate established by the 
Commission and published on its website applicable on the day when the cost was incurred. 

ARTICLE 1.6- SUBMISSION OF RE PORTS AND OTHER DOCUMENTS 

The provisiens relating to the submission of the technical implementation reports, financial 
statemenis and other documents referred to in Article 1.5 are contalned in Annex III. 

The final technical implementation reports, financial statemenis and other documents referred to 
in Article 1.5 must be submitted by the co-ordinator in two paper copies, if possihle in English 
wilhin three months following the elosing date of the action specitied in Article 1.2.2. An 
electronic version of ali reports, surveys, CD-ROMs, DVDs and other documents produced wilhin 
the framework of the project must also be provided. 

The financial stalement shall follow the structure of the estimated budget and use the same 
description ofthe headings as per the estimate budget. 

ARTICLE 1.7- BANK ACCOUNT 

I. 7.1 Ali payments shall be made to the co-ordinator's bank account or sub-aecount denominated 
in euros, as indicated below: 

Name of bank: 
Address ofbranch: 

I NTESA SAN PAOLO S.P.A. 
Via Silvio Pellieo 16 -
20121 Milano - Ital y 

Preci se denomination of the aceount holder: Comune di Milano 
Full aceount number (including bank eodes): 00000300001 
IBAN account code: ITIS V 03069 01783 100000300001 

l. 7 .2. This aecount or sub-aecount milst identify the payments made by the Comtnission for 
carrying out the action for which the grants is awarded. If the funds paid to this account yield 
interest or equivalent benefits under the law of the State on whose territory the aceount/s is/are 
opened, such interest or benefits shall, if they are generated by pre-finaneing payments, be 
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provision shall· not apply to recipients of a grant which are public authorities of the 
Member States of the European Union. 

ARTICLE 1.8- GENERAL ADMINISTRA TIVE PROVISIONS 

1.8.1. Any communication addressed to the Commission in connection with the agreement stui.ll. 
be in writing, indicating the number of the agreement, and shall be sent to the follawing 
addresses: 

For the Commission: 
European Commission 
Directomte-General Home Affairs 
Head of Unit 'A 4 - Financial Support- Internal Security' 
DG HOME/A4 LX46, 04/116 
B-1049 BRUSSELS 

i.8.2 Ordinary maii shall be considered to have been received by the Commission on the date 
on which it is formaily registered by the Commission unit responsible referred to above. 

1.8.3 Any communication from the Commission to the co-ordinator andlor co-beneficiaries 
and vice versa shall be made via the co-ordinator, save where specifically indicated 
otherwise in the agreement. It shall indieatc the number of the agreement and shall be 
sent to the follawing address: 

COMUNE Dl MILANO 
Ms Maura Gambarana 
EU Affairs Officer 
Via Silvio Pellico l -
20121 Milano ITAL Y 
ds.polcomunitarie@comune.milano.it 

1.8.4 Any change of address by the co-ordinator shall be communicated in writing to the 
Commission. 

ARTICLE 1.9 -LA W APPLICABLE AND COMPETENT COURT 

The grant is govemed by the terms of the agreement, the Union rules applicable and, on a 
subsidiary basis, by the law of Belgium relating to grants. 

The beneficiaries may bring legal proceedings regarding decisiens by the Commission conceming 
the application of the provisiens of the agreement and the arrangements for implementing it before 
the General Court of the European Union and, in the event of appeal, the Court of J usti ce. 

ARTICLE 1.10- FINANCIAL RESPONSIBILITY 
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By deragation from Article 11.18, any amount claimed from a beneficiary shall not exceed the . 
contribulion it is entitled to receive aceording to the agreement 

ARTICLE 1.11 -DATA PROTECTION 

Ali personal data contained in the agreement shall be processed in accordance with Regulation 
(EC) No 45/200 l of the European Parliameni and of the Council on the protection of individuals 
with regard to the processing of personal data by the Union institutions and bodi es ~d on the free 
movement of such data. Such data shall be processed solely in connection with the 
implementation and follow-up of the agreement by the data protection officer in Directorate­
General Home Affairs, without prejudice to the possibility of passing the data to intemal audit 
services, to the Court of Auditors, to the Financial lrregularities Panel andlor to the European 
Anti-Fraud Office (OLAF) for the purposes ofsafeguarding the financial interestsof the Union. 

Beneficiaries may, on written request, gain access to their personal data and correct any 
information that is inaecurate or incomplete. They should address any questions regarding the 
processing of their personal data to the data protection officer in Directorate-General Home 
Affairs. Beneficiaries may lodge a compiaint against the processing of their personal data with the 
European Data Protection Supervisor at any time. 

ARTICLE 1.12- OTHER SPECIAL CONDITIONS 

1.12.1 Costs of EU officials and organisations receiving operating grants 

The payment of honoraria, fees or the reimbursement of costs incurred dtie to the 
participation in the project of civil servants (including national experts, other agents or staft) 
of the Institutions or Agencies of the European Union, may not be charged to the budget of 
the project. 

If such costs incurred the costs are only eiigihle if the regular budget of the organisation 
does not cover these costs and the tasks are not listed in the statutory annual work 
programme of the organisation. 

The above conditions should also apply to costs incurred due to the participation of staff 
members of bodi es receiving an operating grant from the budget of the European Union. 

1.12.1 Proof of expenditure 

Notwithstanding Artici e II.I4.1, indent 4, expenses corresponding to actual payments 
made by the co-ordinator or co-beneficiaries as listed in Annex l, and supported by 
invoices with a proofofpaymentshall be considered as eligible. 
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P ARTA-LEG AL AND ADMINISTRA TIVE PROVISIONS 

ARTICLE 11.1 - LIABILITY 

II.!.! The beneiiciarles shall be responsible for complying with any legal obligations 
inc um bent on them. 

11.1.2 The Commission shall not, in any circumstances or on any grounds, be held liable in the 
event of a claim under the agreement relating to any damage caused during the action's 
execution. Consequently, the Commission will not entertain any request for indemnity or 
reimbursement accompanying any such claim. 

II. !.3 Except in cases offarce majeure, the benefidaries shall make good any damage sustained 
by the Commission as a result of the execution or faulty execution of the action. 

II.I.4 The beneficiaries shall bear sole liability vis-a-vis third parties, including for damage of 
any kind sustained by them white the action is being carried out. 

ARTICLE 11.2- CONFLICT OF INTERESTS 

11.2.1 The benefidarles undertake to take ali the necessary measures to prevent any risk of 
conflicts of interests which could affect the impartial and objective perfonnanec of the 
agreement. Such conflict of interests could arlse in particutar as a result of economic 
interest, political or national affinity, family or emotional reasons, or any other shared 
interest 

11.2.2 Any situation constituting or likely to lead to a conflict of interests during the perfonnanoe 
of the agreement must be brought to the attention of the Commission, in writing, without 
delay. The benefidarles shall undertake to take whatever steps are necessary to rectify this 
situation at once. 

11.2.3 The Commission reserves the right to check that the measures taken are appropriate and 
may demand that the beneiidaries take additional measures, if necessary, within a certain 
time. · 
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ARTICLE 11.3- OWNERSHIP!USE OF THE RES UL TS 

11.3.1 Unless slipulated otherwise in this agreement, ownership of the results of the action, 
induding industrial and intellectual property rights, and of the reports and other documents 
relating to it shall be vested in the beneficiary. 

II.3.2 Without prejudi ce to paragraph l, the beneficiary grants the Commission the right to make 
free use of the results of the action as it deems fit, provided it does not thereby breach i ts 
confidentiality obligations or existing industrial and intellectual property rights. 

ARTICLE 11.4- CONFIDENTIALITY 

The Commission and the beneficiaries undertake to preserve the confidentiality of any document, 
information or other material directly related to the subject of the agreement that is duly classed as 
confidential, if disclosure could cause prejudice to the other party. The parties shall remain bound 
by this obiigalion beyond the elosing date of the action. 

ARTICLE 11.5- PUDLICITY 

II.5.1 Unless the Commission requests otherwise, any communication or publication by the 
beneficiaries collectively or any one of the beneficiaries individuaily about the action, 
induding at a conference or seminar, shall indicate that the action has receíved funding 
from the Union. 

Any communication or publicalion by the beneficiaries collectively or any one of the 
benefidarles individually, in any form and medium, shall indieatc that sole responsibility 
lies with the author and that the Commission is not responsible for any use that may be 
made of the information contained therein. 

II.5.2 The beneficiaries authorise the Commission to publish the following information in any 
form and medium, incJuding via the Internet: 

• the beneficiaries' names and addresses, 

• the subject and purpose of the grant, 

• the amount granted and the proportion of the action's total cost covered by the funding. 

Upon a reasoned and duly substantiated request by the co-ordinator, the Commission may 
agree to forgo such publici ty if disclosure of the information indicated above would risk 
compromising the beneficiaries' security or prejudicing their commercial interests. 

10/86 



ARTICLE 11.6- EVALUATION 

HOME/20 l 0/CIPS/ AG/025 
30-CE-0453363/00-22 

Whenever the Commission carries out an interim or final evaluation of the action's impact 
measured agaiost the objectives of the Union programme concerned, the co-ordinator with the 
support. of the co-beneficiaries undertake to make available to the Commission andlor persons 
authorised by it ali such documents or information as will allow the evaluation to be successfully 
completed and to give them the rights of access specitied in Artici e II.20. 

ARTICLE 11.7- SUSPENSION 

IL 7. I The co-ordinator, in agreement with the co-beneficiaries, may suspend imp! ementation of 
the action if exceptional circumstances make this impossible or excessively difficult, 
notably in the event of force majeure. The co-ordinator shall inform the Commission 
without delay, giving ali the necessary reasons and details and the foreseeable date of 
resumption. 

11.7.2 If the Commission does not terminate the agreement under Article 11.11.3, the 
beneficiaries shall resume implementation of the action as initially planned once 
circumstances allow and the co-ordinator shall inform the Commission accordingly. The 
duratien of the action might be extended by a perlod equivalent to the length of the 
suspension. In aceordanec with Article 11.13, a supplementary written agreement shall be· 
concluded to extend the duratien of the action and to make any amendments that may be 
necessary to adapt the action to the new implementing conditions. 

ARTICLE 11.8- FORCE MAJEURE 

11.8.1 Force majeure shall mean any unforeseeable exceptional situation or event beyond the 
parties' control which prevents them from fuifilling any of their obligations under the 
agreement, was not attributable to error or negligence on their part, and proves 
insurmountable in spi te of ali due diligence. Defects in equipment or material or delays in 
making them available (unless due to force mqjeure), labour disputes, strikes or financial 
difficulties cannot be invoked as force majeure by the defaulting party. 

11.8.2 A party faced withforce majeure shall inform the other party without delay by registered 
letter with advice of delivery or equivalent, stating the nature, probable duralion and 
foreseeable effects. 
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11.8.3 The party faced withforce majeure shall not be held in breach of his obligations under. 
the agreement if he's prevented from fuifilling them by force majeure. The parties shall 
make every effort to minimise any damage due to force majeure. 

11.8.4 The action may be suspencled in accordance with Article 11.7. 

ARTICLE 11.9- A W ARD OF CONTRACTS 

11.9.1 · If the beneiiciarles have to conclude contraels in order to carry out the action and they 
constitute costs of the action under a beading of eligible direct costs in the estimated 
budget, they shall award the contract to the bid offering best value for money, in doing so 
they shall take care to a void any conflict of interests. 

11.9.2 Contraels as referred to in paragraph l may be awarded only in the following cases: 

a) they may only co ver the execution of a Iimited part of the action; 

b) recourse to the award of contraels must be justitled having regard to the nature of the 
action and what is necessary for its implementation; 

c) the tasks concerned must be set out in Annex I and the corresponding estimated costs 
must be set out in detail in the budget in Annex Il; 

d) any recourse to the award of contraels while the action is under way, if not provicled 
for in the initial grant application, shall be subject to prior written authorisation by the 
Commission; 

e) the beneiiciarles shall retain sole responsibility for carrying out the action and for 
compliance with the provisions of the agreement. The beneiiciarles must undertake to 
make the necessary arrangements to ensure that the contractor waives ali rights in 
respect of the Commission under the agreement; 

t) the benefidarles must undertake to ensure that the conditions applicable to them under 
Articles Il.], 11.2, II.3, II.4, 11.5, 11.6, 11.10 and 11.20 of the agreement are also 
applicable to the contractor. 

g) 

ARTICLE 11.10- ASSIGNMENT 

!I.l 0.1 Claims for payments to be carried out by the Commission may not be transferred. 

11.10.2 In exceptional circumstances, where the situation warrants it, the Commission m11y 
authorise the assignment to a third party of the agreement and payments flowing from it, 
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follawing a written request to that effect, gtvmg reasons, from the co-ordinator in 
agreement with the co-beneficiaries. If the Commission agrees, it must make i ts agreement · 
known in writing to the co-ordinator before the proposed assignment takes place. In the 
absence of the above authorisati on, or in the event of failure to observe the terrils thereof 
the assignment shall not be enforceable against and shall have no effect on th~ 
Commission. 

11.10.3 ln no circumstances shall such an assignment release the beneficiaries from their· 
obligations to the Commission. 

ARTICLE 11.11- TERMINATION OF THE AGREEMENT 

11.11.1 Termination by the co-ordinator 

In duly j ustitied cases, the co-ordinator, in agreement with the co-beneficiaries, may withdraw the 
beneficiaries' request for a grant and terminate the agreement at any time by giving 60 days' 
written notice stating the reasons, without being required to fumisb any indemnity on this account. 

If no reasons are given or if the Commission does not accept the reasons, the agreement shall be 
deemed to have been terminated improperly, with the consequences set out in the fourth 
subparagraph ofparagraph 5. 

11.11.2 Termination of the participation o fa beneficiary 

In duly justified cases, the co-ordinator may request to terminate the participation of a .co­
beneficiary by giving 60 days written notice. The co-ordinator shall incJude with any such request 
to the Commission the remaining beneficiaries' proposal to reallocate the tasks of that co­
beneficiary or where relevant to nominate a replacement, the reasons for the termination of the 
participation and the opinion of the co-beneficiary whose participation is requested to be 
terminated. 

In duly j ustitied cases, any co-beneficiary may request the termination of his participation in the 
agreement. The request must be submitted to the Commission by the co-ordinator by giving 60 
days written notice stating the reasons. 

If no reasons are given or if the Commission does not accept the reasons, the participati on shall be 
deemed to have been terminated improperly, with the consequences set out in the fifth 
subparagraph of paragraph 5. 

The termination of the participati on of the co-beneficiary concerned shall take effect on the date of 
the Commission' s approval. 

A written additional agreement shall be concluded to make any amendrnents necessary to adapt 
the action to the new implementing conditions resulting from the partial termination. 

11.11.3 Termination by the Commissioil 
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The Commission may decide to tenninate the agreement or the participadon of any one or several 
beneficiaries participating in the action without any indemnity on its part, in the follawing 
circumstances: 

a) in the event of a change to the beneficiary's legal, financial, technical, organisational 
or ownership situation that is liable to affect the agreement substantiaily or to call into 
question the decision to award the grant; 

b) if a beneficjary fails to fuifil a substantia! obiigarion incumbent on him under the 
tennsof the agreement, including its annexes; 

c) in the event of force majeure, notified in aceordanec with Artide 11.8, or if the action 
has been suspencled as a result of exceptional circwnstances, notified in aceordanec 
wi th Artici e Il. 7; 

d) if a beneficiary is declared bankrupt, is being wound up or is the subject of any other 
simiiar proceedings; 

e) if a beneficiary is found guilty of an offence involving his professional conduct by a 
judgment having the force of res judicata or if he is guilty of grave professional 
misconduct proven by any justifi ed means; 

t) if a beneficiary is guilty of misrepresentation or submits imonnation or reports 
incansistent with reality to obtain the grant provicled for in the agreement; 

g) if a beneficiary has intentionally or by negligence committed a substantia! irregularity 
in perfonning the agreement or in the event of fraud, corruption or any other illegal 
activity on the part of a beneficiary to the detriment of the European Union's financial 
interests. A substantia! irregularity consists of any infringement of a provision ofan 
agreement or regulation resulting from an act or an omission on the part of a 
beneficiary which causes or might cause a loss to the Union budget. 

11.11.4 Termination proeedure 

The procedure is initiated by registered letter, with advice of delivery or equivalent. The co• . 
ordinator shall ensure that ali beneficiaries are duly infonned. 

In the cases referred to in points (a), (b) and (d) of paragraph 3, the co-ordinator, in consultalion 
with the co-beneficiaries, shall have 30 days to submit observations and take any measures 
necessary to ensure continued fulfilment of the beneficiaries' obligations under the agreement. If 
the Commission fails to confinn acceptance of these observations by giving written approval 
within 30 days ofreceiving them, the procedure shall continue to run. 

Wbere notice is given, tennination shall take effect at the end of the perlod of notice, which shall 
start to run from the date when notification of the Commission's decision to tenninate the 
agreement or the participati on of a beneficiary is received. 

Where notice is not given in the cases referred to in points (c), (e), (t) and (g) of paragraph 3, 
termination shall take effect from the day follawing the date on which notification of the 
Commission's decision to tenninate the agreement or the participation of a beneficiary is received. 

11.11.5 Effects of termination 
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ln the event of tennination of the agreement, payments by the Commission shall be limited to the. 
eligible costs actually incurred by the beneficiaries up to the date when tennination takes effect in 
accordance with Artide Il.17. Costs relating to current commitments that are not due to' be 
executed unti! after tennination shall not be taken into account. 

The c~-ordinator shall have 60 days from the date when tennination of the agreement takes effect, 
as natitied by the Commission, to produce a request for fmal payment in aceordanec with Artide 
11.15.4. If no request for final payment is receíved wilhin this time limit, the Commission shall not 
reimburse the expenditure incurred by the beneiiciarles up to the date of tennination and it shall 
recover any amount if its use is not substantiated by the technical implementation reports and 
financial statemenis approved by the Commission. 

Where tennination affects the participation of a beneficiary, only those eiigihle costs actually 
incurred by the beneficiary concerned up to the date when tennination of his participation takes 
effect, in aceordanec with Article 11.17 shall be considered eligible. Costs relating to current 
commitments that were not due to be executed unti! after termination shall not be taken into 
account. The request for payment of the eligib le costs incurred up to the date when the termination 
of the participation of the beneficiary concerned takes effect shall be included in the follawing 
payment request due aceording to the schedule !aid down in Article 1.6. 

By way of exception, at the end of the perlod of notice referred to in paragraph 4, where the 
Commission is tenninating the agreement on the grounds that the co-ordinator has failed to 
produce the final technicaJ implementation report and financial stalement within the deadline 
slipulated in Article 1.6 and the co-ordinator has still not camplied with this obiigalion within two 
rnonths follawing the written reminder sent by the Commission by registered letter with advice of 
delivery or equivalent, the Carmnission shall not reirnburse the expenditure incurred by the 
beneiiciarles up to the date on which the action ended and it shall recover any amount if its use is 
not substantiated by the technical implementation reports and financial statements approved by the 
Commission. 

By way of exception, in the event of improper tennination of the agreement by the co-ordinator, or 
a beneficiary's participation in the action, or tennination by the Commission on the grounds set 
out in points (e), (t) or (g) of paragraph 3, the Commission may require the partial or total 
repayment of sums already paid under the agreement on the basis of technical implementation 
reports and financial statements approved by the Commission, in proportion to the gravity of the 
failings in question and after allowing the co-ordinator, and where relevant co-beneficiarles 
concemed, to submit their observations. 

ARTICLE 11.12 - FINANCIAL PEN AL TIES 

11.12.1 By virtue of the Financial Regulation applicable to the general budget of the European 
Communities, any one or several of the beneiiciarles declared to be in grave breach of their 
obligations under the agreement shall be liable to financial penalties of between 2% and 
10% of the value of their share ofthe grant in question, with due regard for the princip1e of 
proportionality. 
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U.12.2 This rate may be incceased to between 4% and 20% in the event of a repeated breach in the 
fi ve years follawing the first. 

11.12.3 The beneficiary concerned shall be notified in writing of any decision by the Commission 
to apply such financial penalties. 

ARTICLE 11.13- SUPPLEMENTARY AGREEMENTS 

II. l 3.! Any amendment to the grant conditions must be the subject of a written supplementary 
agreement. N o oral agreement may b ind the parti es to this effect. 

II.I3.2 The supplementary agreement may not have the purpose or the effect of making changes 
to the agreement which might call into question the decision awarding the grant or result 
in unequal treatment of applicants. 

II.l3 .3 Where the request for amendment is made by the cocordinator, in agreement with the co­
beneficiaries, he must send the request to the Commission in good time before it is due to 
take effect and at ali events two months before the elosing date of the action, except in 
cases duly substantiated by the co-ordinator and accepted by the Commission. 
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11.14.1 Eiigihle costs of the action are costs actually incurred by the beneficiary, which meet the 
follawing criteria: 

they are incurred during the duration of the action as specitied in Article 1.2.2 of the 
agreement, with the exception of costs relating to fmal reports and certificates on the 
action's flnancial statements and underlying accounts; 

- they are connected with the subject of the agreement and they are indicated in the 
estimated overall budget of the action; 

- they are necessary for the imp! ementation of the action which is the subject of the grant; 

- they are identifiable and verifiable, in particutar being recorded in the acecunting 
records of a beneficiary and determined aceording to the applicable acecunting 
standards of the country where the beneficiary is established and aceording to the usual 
cost-accounting practices of the beneficiary; 

- they comply with the requirements of applicable tax and sociallegislation; 

- they are reasonable, j ustified, and comply wi th the requirements of sound financial 
management, in particutar regarding economy and efficiency. 

The beneficiaries' intemal acecunting and auditing procedures must permit direct 
reconciliation of the costs and revenue declared in respect of the action with the 
corresponding acecunting statements and supporting documents. 

II.14.2 The eligible direct costs for the action are those costs which, with due regard for the 
conditions of eligibility set out in Article Il.14.1, are identifiable as specitic costs directly 
linked to performanec of the action and which can therefore be boaked to it direct. In 
particular, the follawing direct costs are eiigihle provided that they satisfy the criteria set 
out in the previous paragraph; 

• the cost of staff assigned to the action, comprising actual salaries plus social security 
charges and other statutory costs included in the remuneration, provided that this does 
not exceed the average rates corresponding to the beneficiary's usual policy on 
remuneration; 

The corresponding salary costs of personnel of national administrations are eligib le to 
the extent that they relate to the cost of activities which the relevant public authority 
would not carry out if the project concetni:d were not undertaken; 
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• travel and subsistence allowances for staff taking part in the action, provided that they 
are in line with the beneficiary's usual practices on travel costs or do not exceed the 
scales approved annually by the Commission; 

• the purchase cost of equipment (new or second-hand), provided that it is written off in 
accordance with the tax and accounting rules applicable to the beneficiary and 
generally accepted for items of the same kind. Only the portion of the equipment's 
depreciation corresponding to the duralion of the action and the rate of actual use for 
the purposes of the action may be taken into account by the Commission, except 
where the nature andlor the context of its use justifies different treatrnent by the 
Commission; 

• costs of consumables and suppiies, provided that they are identifiable and assigned to 
the action; 

• costs entailed by other contraels awarded by a beneficiary for the purposes of carrying 
out the action, provided that the conditions Jaid down in Article 11.9 are met; 

• costs arising directly from requirements imposed by the agreement ( disseminalion of 
information, specitic evaluation of the action, audits, translations, reproduction, etc.), 
including the costs of any financial services (especially the cost of financial 
guarantees). Such costs may also incJude specific costs incurred by the co-ordinator 
for fuifilling his responsibilities in his capabilíty of the body responsible for the 
overall management of the action and the co-ordination of the beneficiaries. 

II.14.3 The eiigihle indirect costs. for the action are those costs which, with due regard for the 
conditions of eiigibility described in Article II. l 4.!, are not identifiable as specitic costs 
directly linked to performanec of the action which can be booked to it direct, but which 
can be identifled and justifled by the co-ordinator or a co-beneficiary using their 
accounting system as having been incurred in connection with the eiigihle direct costs for 
the action. They may not incJude any eiigihle direct costs. · 

By way of deragation from Artici e 11.14.1, the indirect costs incurred in carrying out the 
action may be eiigihle for fiat-rate funding fixed at not more than 7% of the total eiigihle 
direct costs. If provision is made in Artide 1.4.2 for fiat-rate funding in respect ofindirect 
costs, they need not be supported by accounting documents. 

II .l 4.4 The following costs shall not be considered eiigible: 

• return on capital; 

• de bt and de bt service charges; 

• provisions for Iosses or potential future liabilities; 

• interest owed; 

• doubtfui debts; 

• exchange losses; 

• VAT, unless the beneficiary can show that he is unable torecover it; 

• costs declared by a beneflciary and covered by another action or work programme 
receiving a Union grant; 

• excessive or reckless expenditure. 
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II.I4.5 Contributionsin kind shall not constitute eiigihle costs. However, the Commission can 
accept, in duly substantiated exceptional cases, that the co-financing of the action referred · 
to in Article 1.4.3 should be made up entirely or in part of contributions in kind. In this 
case, the value calculated for such contributions must not exceed: 

• the costs actually borne and duly supported by accounting documents of the third 
parties who made these contributions to the beneficiary free of charge but bear the 
corresponding costs; 

• the costs generally accepted on the market in question for the type of contribulion 
concerned when no costs are borne. 

Contributions involving buildings shall not be covered by this possibility. 

ln the case of co-financing in kind, a financial value shall be placed on the c.ontributions 
and the same amount will be included in the costs of the action as ineligible costs and in 
receipts from the action as co-fmancing in kind. The beneficiaries shall undertake to 
obtain these contributions as provided for in the agreement. 

11.14.6 By way of derogation from paragraph 3, indirect costs shall not be eiigihle under a grant 
for an action awarded to a beneficiary who already receíves an operating grant from the 
Commission during the perlod in question. 

ARTICLE 11.15- REQUESTS FOR PAYMENT 

Payments shall be made in accordance with Article 1.5 of the Special Conditions. 

11.15.1 - PRE-FINANCJNG 

Pre-finaneing is intended to provide the beneficiaries with a float. 

Where required by the provisions of Article 1.5 on pre-financing, the co-ordinator shall fumisb a 
financial guarantee from a bank or an approved financial institution established in one of the 
Member States of the European Union. 

The guarantor shall stand as first call guarantor and shall not require the Commission to have 
recourse against the principal debtor. 

The financial guarantee shall remain in force unti! final payments by the Commission match the 
proportion of the total grant accounted for by pre-financing. The Commission undertakes to 
release the guarantee within 60 days follawing that date. 

11.15.2- FURTHER PRE-FINANCING PAYMENTS 

Where pre-finaneing is divided into several instalments, the co-ordinator may request a further 
pre-finaneing payment once the percentage of the previous payment specitied in the provisions of 
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Article LS on further pre-finaneing has been used up. The request shall be accompanied by the 
follawing documents: 

• a detailed stalement of the eligible costs actually incurred, including a consolidated 
stalement and a breakdown between each beneficiary; 

• whére required by the above-mentioned provisiens of Article l. 5, a financial guarantee 
in accordance wi th paragraph l; 

• where required by the above-mentioned provisiens of Article LS, a certificate on the 
action's tinancial statements and underlying accounts, produced by an approved 
auditor or in case of public bodies, by a competent and independent public officer, for 
each beneficiary as specitied under Article 1.5; · 

• any other docurnents in support of his request that may be required in support of the 
request for further pre-tinancing payments. 

The docurnents accompanying the request for payment shall be drawn up in accordance with the 
relevant provisiens in Article 1.6 and the Annexes. 

II.15.3-INTERIM PAYMENTS 

lnterim payments are intended to reimburse the beneticiaries for expenditure on the basis of a 
detailed stalement of the costs incurred, once the action has reached a certain level of completion. 
It may clear ali or part of any pre-fmancing. 

By the appropriate deadline indicated in Article 1.6, the co-ordinator shall submit a request for 
interim payment accompanied by the follawing docurnents: 

• an interimreport on implementation of the action; 

• an interim tinancial stalement of the eligible costs actually incurred, follawing the 
structure of the estimated budget, including a consolidated stalement and a breakdown 
between each beneficiary; 

• where required by the provisiens of Article 1.5 on interim payment, a certiticate on the 
action's tinancial statements and underlying accounts, produced by an approved 
auditor or in case of public bodies, by a competent and independent public officer, for 
each beneticiary as specitied under Article 1.5. The certiticate shall certify, in 
accordance with a methodology approved by the Commission, that the costs declared 
by the beneficiaries in the tinancial statemenis on which the request of payment is 
based are real, accurately recorded and eiigihle and that ali rt:ceipts have been 
declared, in accordance with the agreement. 

The documents accompanying the request for payment shall be drawn up in accordance with the 
relevant provisions in Article 1.6 and the annexes. The co-ordinator shall certify that the 
information provided in his request for payment is full, reliable and true. He shall also certify that 
the costs incurred can be considered eiigihle in accordance with the agreement, that ali receipts 
have been declared, and that his request for payment is substantiated by adequate supporting 
docurnents that can be checked. On receipt of these docurnents, the Commission shall have the 
period specified in Article 1.5 in order to: 

• approve the interim report on imp l ementation of the action; 
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• ask the co-ordinator for supporting docwnents or any additional infonnation it deems . 
necessary to allow the approval of the report; 

• reject the report and ask for the submission of a new report. 

Failing a written reply from the Commission wilhin the time limit for scrutiny indicated above, the 
report shall be deemed to have been approved. Approval of the report accompanying the request 
for payment shall not imp ly recognition of their regularity or of the authentici ty, completeness and 
correctness of the declarations and infonnation they contain. · 

If additional infonnation or a new report is requested, the time limit for scrutiny shall be extended 
by the time it takes to obtain this infonnation. The co-ordinator shail be infonned of that request 
and the extension of the delay fro scrutiny by means of a fonnal docwnent. The co-ordinator shall 
have the perlod Jaid down in Artide 1.5 to submit the infonnation or new docwnents requested. 

Extension of the delay for approval of the report may delay the payment by the equivalent time. 

Where a report is rejected and a new report requested, the approval procedure described in this 
article shall apply. 

In the event of renewed rejection, the Commission reserves the right to tenninate the agreement by 
invoking Article 11.11.3(b ). 

11.15.4- PAYMENT OF THE BALANCE 

Payment of the balance, which may not be repeated, is made after the end of the action on the 
basis of the costs actually incurred by the beneficiaries in carrying out the action. It may take the 
form of a recovery order where the total amount of earlier payments is greater !han the amount of 
the final grant detennined in aceordanec with Artici e 11.17. 

By the appropriate deadline indicated in Article 1.6, the· co-ordinator shall submit a request .for 
payment of the balance accompanied by the follawing docwnents: 

• a final report on the imp Jementation of the action; 

• a final financial stalement of the eligible costs actually incurred, follawing the 
structure of the estimated budget , including a consolidated statemeni and a breakdown 
between each beneficiary; · 

• a full summary stalement of the receipts and expenditure of the action induding a 
consolidated statemeni and a breakdoWn between each beneficiary; · 

• where required by the provisions of Article I.5 on payment of the balance, a certificate 
on the action's fmancial statemenis and underlying accounts, produced by an approved 
auditor or in case of public bodies, by a competeni and independent public officer, for 
each beneficiary as specified under Article I. 5. The certificate shall certify, in 
aceordanec with a methodology approved by the Commission, that the costs declared 
by the beneficiaries in the financial statemenis on which the request of payment is 
based are real, accurately recorded and eligible and that .ali receipts have been 
declared, in accordance with the agreement. 

The documents accompanying the request for payment shall be drawn up in aceordanec with the 
provisions of Artide I.6 and the annexes. The co-<irdinator shall certify that the information 
provided in his request for payment is full, reliable and true. He shall also certify that the costs 
incurred can be considered eligible in aceordanec with the agreement, that ali receipts have been 
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declared, and that his request for payment is substantiated by adequate supporting documents that 
can be checked. · 

On receipt of these documents, the Commission shall have the perlod specitied in Article 1.5 in 
order to: 

• approve the final report on imp! ementation of the action; 

• ask the co-ordinator for supporting documents or any additional information it deems 
necessary to allow the approval of the report; 

• reject the report and ask for the submission of a new report. 

Failure to provide the financial statement following the structure of the estimated budget and 
using the sam e description of the headings as per the estimate budget entails the rejcetion of the 
report. 

Failing a written reply from the Commission within the time limit for scrutiny indicated above, the 
re port shall be deemed to have been approved. Approval of the report accompanying the request 
for payment shall not imp! y recognition of their regulari ty or of the authenticity, completeness and 
correctness of the declarations and information they contain. 

If additional information or a new report is requested, the time limit for scrutiny shall be extended 
by the time it takes to obtain this information. The co-ordinator shall be informed of that request 
and the extension of the delay for scrutiny by means of a formal document. The co-ordinator shall 
have the perlod l aid down in Article 1.5 to submit the information or new documents requested. 

Extension of the delay for approval of the report may delay the payment by the equivalent time. 

Where a report is rejected and a new report requested, the approval procedure described in this 
article shall apply. 

In the event of renewed rejection, the Commission reserves the right to terminate the agreement by 
invoking Artici e 11.11.3(b ). 

ARTICLE 11.16- GENERAL PROVISIONS ON PA YMENTS 

11.16.1 Payments shall be made by the Commission in euro. Any conversion of actual costs into 
euro shall be made at the daily rate published in the Official Journal of the European 
Union or, failing that, at the monthly accounting rate established by the Commission and 
published on its website applicable on the day when the payment order is issued by the 
Commission, unless the Special Conditions of the agreement lay down specitic 
provisions. 

Payments by the Commission shall be deemed to be effected on the date when they are 
debited to the Commission's account. 

11.16.2 The Commission may suspend the perlod for payment !aid down in Artide 1.5 at any time 
by notifying the co-ordinator that his request for payment cannot be met, either becauseit 
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does n~t com p ly with the provisions of the agreement, or because the appropriate. 
supportmg documents have not been produced or because there is a suspicion that some 
of the expenses in the financial stalement are not eiigihle and additional checks are being 
conducted. 

The .Commission may also suspend its payments at any time if a beneficiary is found or 
presurned to have infringed the provisions of the agreement, in particular in the wake ·of 
the audits and checks provided for in Artide II.20. · 

The Commission shall inform the co-ordinator as soon as possihle of any such 
suspension by registered Jetter with advice of delivery or equivalent, setting out the 
reasons for suspension 

Suspension shall take effect on the date when notice is sent by the Commission. The 
remaining payment perlod shall start to run again from the date when a properly 
constituted request for payment is registered, when the supporting documents requested 
are received, or at the end of the suspension period as notified by the Commission. 

II.16.3 On expiry of the perlod for payment specified in Artide LS, and without prejudice to 
paragraph 2 of this Article, the beneiiciarles are entitled to Jate payment at the rate 
applied by the European Central Bank for its main refinancing operations in euros, plus 
three and a half po ints; the reference rate to which the increase appii es shall be the rate in 
force on the first day of the month of the final date for payment, as published in the C 
series of the Official Journal of the European Union. This provision shall not apply to 
recipients of a grant which are public authorities of the Member States of the European 
Union. 

Interest on Jate payment shall cover the period from the final date for payment, exclusive, 
up to the date of payment as defined in paragraph I, indusi ve. The interest shall not be 
treated as a receipt for the action for the purposes of deterrnining the final grant wilhin 
the meaning of Artide II.J 7.4. The suspension of payment by the Commission may not 
be considered as late payment. 

By way of exception, when the interest calculated in accordance with the provisions of 
the first and second subparagraphs is lower than or equal to EUR 200, it shall be paid to 
the beneficiary only upon demand subinitted wilhin two months of receiving late 
payment. 

II.l6.4 The Commission shall·deduct the interest yielded by pre-finaneing which exceeds EUR 
50 OOO as provided for in Artide 1.4 from the payment of the balance of the amount due 
to the beneficiaries. The interest shall not be treated as a receipt for the action within the 
meaning of Artide II. l 7 .4. 

Where the pre-finaneing payments exceed EUR 750 OOO per agreement at the end of each 
financial year, the interest shall be recovered for each reporting period. Taking account of 
the risks assodated with the management environment and the nature of actions financed, 
the Commission may recover the interest generated by pre-finaneing lower than EUR 750 
OOO at Jeast once a year. 
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Where the interest yielded exceeds the balance of the amount due to the beneficiary as . 
indicated in Artide 11.15.4, or is generated by pre-finaneing referred to in the previous 
subparagraph, the Conuriission shall recover it in accordance with Artide 11.18. 

Interest yielded by pre-finaneing paid toMember States is not due to the Comrnission. 

11.16.5 The co-ordinator shall have two months from the date ofnotification by the Comrnission 
of the final amount of the grant determining the amount of the payment of the balance or 
the recovery order pursuant to Article Il.17, or failing that of the date on which the 
payment of the balance was received, to request information in writing on the 
determination of the final grant, giving reasons for any disagreement. After this time such 
requests will no Ionger be considered. The Comrnission undertakes to reply in writing 
wilhin two months following the date on which the request for information is received, 
giving reasons for its reply. This procedure is without prejudice to the beneficiaries' right 
to appeal against the Commission's decision pursuant to Article 1.9. Under the terms of 
Wnion legislation in this matter, such appeals must be lodged wilhin two months 
following the notification of the decision to the appiicant or, failing that, following the 
date on which the appiicant learned of the decision. 

ARTICLE 11.17- DETERMINING THE FINAL GRANT 

11.17.1 Without prejudice to information obtained subsequently pursuant to Artide 11.20, the 
Comrnission shall adopt the amount of the final payment to be granted to the 
benefidarles on the basis of the documents referred to in Artide 11.15.4 which it .has 
approved. 

11.17.2 The total amount paid by the Comrnission may not in any circumstances exceed the 
maximum amount of the grant Jaid down in Artide 1.4.3, even if the total actual costs 
eligible exceed the estimated total eligible costs specitied in Artide 1.4.2. 

11.17.3 If the actual eligible costs when the action ends are lower than the estimated total eligible 
costs, the Comrnission's contribulion shall belimited to the amount obtained by applying 
the Union grant percentage specitied in Artide 1.4.3 to the actual eligible costs approved 
by the Commission. 

11.17.4 The beneficiaries hereby agree that the grant shall be limited to the amount necessary to 
balance the action's receipts and expenditure and that it may not in any circumstances 
produce a profit for them. 

Profit shall mean any surplus of total actual receipts attributable to the action over the 
total actual costs of the action. The actual receipts to be taken into account shall be those 
which have been established, generated or confirmed on the date on which the request for 
payment of the balance is drawn up by the co-ordinator for financing other than the 
Union grant, to which shall be added the amount of the grant determined by applying the 
principles Jaid down in paragraphs 2 and 3 of this article. For thepurposesof this artide, 
only actual costs faliing within the categories set out in the estimated budget referred to 
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in Article 1.4.1 and contained in Annex II shall be taken into account; non-eligible costs . 
shall always be covered by non- Union resources. 

Any surplus detennined in this way shall result in a corresponding reduction in the 
amount of the grant. 

11.17.5 Without prejudice to the right to tenninate the agreement under Article ll.! l, and without 
prejudice to the right of the Commission to apply the penaiti es referred to in Artici e 11.12, · 
if the action is not impJemented or is impJemented poorly, partially or late, the 
Commission may reduce the grant initially provided for in line with the actual 
imp! ementation of the action on the tenns Jaid down in the agreement. 

11.17.6 On the basis of the amount of the final payment detennined in this way and of the 
aggregate amount of the payments already made under the terms of the agreement, the 
Commission shall set the amount of the payment of the balance as being the amount still 
owing to the beneficiaries. Where the aggregatc amount of the payments already made 
exceeds the amount of the final grant, the Commission shall issue a recovery order for the 
surplus. 

ARTICLE 11.18- FINANCIAL RESPONSIBILITY 

11.18.1 The beneficiaries agree to be irrevocably and unconditionally, jointly and severally 
responsible for any amount due to the Commission by one of them which could not be 
honoured by the latter. The amount due to the Commission will not exceed the maximum 
value of the contribudon that could be granted to the beneficiaries in accordance with 
Article 1.4.3, increased where applicable by interest on late payment. 

11.18.2 The beneiiciarles are not jointly responsible for financial penalties which could be imposed 
on any defaulting beneficiary in aceordanec with Article 11.12. 

ARTICLE 11.19- RECOVERY 

11.19.1 Where an amount, paid by the Commission to the co-ordinator in his capacity ofrecipient 
of ali payments, is to be recovered under the tenns of the agreement, the co-ordinator 
undertakes to repay the Commission the sum in question, on whatever terrns and by 
whatever date it may specify, even if he has not been the final recipient of the amount 
due. In the latter case, if payment has not been made by the due date, the Commission 
reserves the right to recover directly the amount due from the final recipient. 

Where such an amount to be recovered under the tenns of the agreement was directly 
paid by the Commission to a beneficiary, or ifrecovery is j ustitied under Article ll. l 2 of 
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the agreement, the beneficiary concerned undertakes to pay the Commission the swn in. 
question, on whatever tenns and by whatever date it may specifY. 

II.l9.2 If the obligation to pay the amount due is not honoured by the date set by the 
Commission, the amount due shall bear interest at the rate indicated in Article II .I 6.3. 
Interest on late payment shall cover the period between the date set for payment, 
exclusive, and the date when the Commission receives full payment of the amount owed, 
inclusive. 

Any partial payment shall first be entered against charges and interest on late payment 
and then against the principal. 

Il.! 9.3 If payment has not been made by the due date, sums owed to the Commission may be 
recovered by offsetting them against any surns owed to the concerned beneficiary after 
infonning him accordingly by registered letter with acknowledgment of receipt or 
equivalent, or, depending on the tenns of the Special conditions, by calling in the 
financial guarantee provirled in aceordanec with Article II.l5.1. In exceptional 
circurnstances, j ustitied by the necessily to safeguard the financial interests of the Union, 
the Commission may recover by offsetting before the due date of the payment. The 
beneficiary' s prior consent shall not be required. If the recovery remains unsuccessful 
under the provisions above, the Commission shall hold ali the beneficiaries collectively 
joint! y responsibi e for the amount due in aceordanec wi th Article 11.1 8. 

11.19.4 Baok charges aceasianed by the recovery of the sums owed to the Commission shall be 
borne by the concerned beneficiary. 

11.19.5 The beneficiaries understand that under Article 299 of the Trealy on the functioning of 
the European Union, the Commission may adopt an enforceable decision formaily 
establishing an amount as receivable from persons other than States. An action may be 
brought against such decision before the General Court of the European Union. 

ARTICLE 11.20- CHECKS AND AUDITS 

11.20.1 The co-ordinator undertakes to provide any detailed infonnation requested by the 
Commission or by any other outside body authorised by the Commission to check that 
the action and the provisions of the agreement are being properly implemented. Where 
the Cornmission so wishes, it may request such infonnation to be provirled directly by a 
co-beneficiary. 

11.20.2 The beneficiaries shall keep at the Comrnission's dispasal ali original docurnents, 
especially accounting and tax records, or, in exceptional and duly justified cases, certified 
cop i es of original documents relating to the agreement, stared on any appropriate medium 
that ensures their integrily in aceordanec with the applicable national legislation, for a 
period of fi ve years from the date of payment of the balance specified in Artide 1.5. 
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11.20.3 The beneficiaries agree that the Commission may have an audit of the use made of the. 
grant carried out either directly by its own staff or by any other outside body authorised to 
do so on its behalf. Such audits may be carried out throughout the period of 
implementali on of the agreement until the balance is paid and for a perlod of five years 
from the date of payment of the balance. Where appropriate, the audit tindings may lead 
to recovery decisions by the Commission. 

11.20.4 The beneficiaries undertake to allow Commission staff and outside personnel authorised 
by the Commission the appropriate right of access to si tes and premises where the action 
is carried out and to ali the information, incJuding information in electronic format, 
needed in order to conduct sue h audi ts. 

11.20.5 By virtue of Council Regulation (Euratom, EC) No 2185/96 and Regulation (EC) 
No 1073/1999 of the European Parliameni and the Council, the European Anti-Fraud 
Office (OLAF) may also carry out on-the-spot checks and inspections in accordance with 
the procedures Jaid down by Union law for the protection of the financial interests of the 
European Union against fraud and other irregularities. Where appropriate, the inspection 
findings may lead to recovery decisions by the Commission. 

11.20.6 The Court of Auditars shall have the same rights as the Commission, notably right of 
access, as regards checks and audits. 

SIGNATURES 

For the co-ordinator 

Tullio Matrangelo 
Central Director for Security 

Signature and date 

Done at Milano, 

In duplicate in English 
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For the Commission 

Reinhard PRIEBE 
Director 

Signature and date 

Done at Brussels, 



1 

HOME/201 0/CIPS/AG/025 
Annex l - Description of the action 

2. INFORMATION ABOUT THE PROJECT FOR WHICH CIPS FINANCIAL ASSISTANCE IS 2. 
Annex 1- description ofthe action 2010 025REQUESTED 

21 GENERAL PROJECT INFORMATION 
2. 1.1 Pröfect Title: 
System ofMaps Assessing Risk of Terrorism against Criticallnfrastructures in Big Events 
Ral li es 

Proiect Tille {E Nl: 
System ofMaps Assessing Risk of Terrorism against Critical lnfrastructures in Big Events 
Rallies 

Acronym/Short t1tle: 
i SMART CIBER 

2.1.2 Duralion (MAX 24 MONTHS): 

Project coats 
2.1.3 Total eligible costs ofthe project: 

2.1 A Grant requested from the CJPS Programme: 

2.1.5 Grant requested l total ellgible costs (max 70%): 

2.1.6 List of oartners involved in this oroiect 
Name of the Organisation Co u n try 

(officlaiiSO 2 
code) 1 

o Appiicant organisation/Coordinator IT 
:Comune di Milano 
Co-beneficiaries : 

1 Municipality of V ama BG 

2 Municipality of Budapest HU 

3 Safety Region Rotterdam Area NL 

4 Universita Cattolica del Sacro Cuore IT 

5 

6 

7 

8 

9 

o 
1 

~ Months 

315.553,88 EUR 

220.887,71 EUR 

70,00 % 

City l Profil- Partnershlp 

Postcode oriented deciaration 

Milan, u ; -
20121 

Varna, o !ZI 
900 
Budapest o !ZI 
,1052 
Rotterda D 181 
m, 3072 
Milan, o 181 
20123 

J 
J 

L- o 
[ 
[ 
[ 

1 Consult http;/fwww iso.org/isoteo/prods-services/iso3166ma/02/so-3166-gode-lis!sOist-en1.hlmJ for tha complete list of ISO 2 
country codes 
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12 

13 
14 

15 

ll 

lil 

IV 

v 
vl 
vll 

vili 

lx 

x 

Name of the Organisation Country 
(offlclaiiSO 2 

code) 1 

. 

Assoclate Partnersion a non EU-funded basis: 

United Nations Interregional Crime.& IT 
Justice Research Institute 

A TM - Azienda Trasoorti Milanese IT 
S.E.A. Societa Esercizi Aeroportuali IT 

.. Rete Ferroviaria Italiana IT 
AMSASpa IT 

A2A IT 
F errovienord IT 

Metropolitana Milanese MM IT 

City l 

HOME/l!01 0/CIPS/AG/025 
Annex 1- Description of the actlen 

Proflt- Partnerahip 
Postcode orienled deciaratlan 

u u 
LJ J 

t-J 
_[J D 

Turin u [8I 

Milan L..-
Segrate 

Rom e 
Milan 

,....._ 

Milan -
Milan 

Milan 

CONFORMITY CRITERION 

2 .1. 7 To which specitic objective of the Programme "Prevention, Preparedness and 
Consequence Management of other Security-related risks" does this project refer to? (max 2 
selections) 

IZ! Objective 1 • Prevention and Preparedness of riska (If th la box la tlcked, one of the 5 sub· 
objectlvea Ileted below must be ticked) 

0Stlmulatlng, promcting and supporting risk assessments on Criticallnfrastructure (Cl), ln order to 
upgrade security 
IZ!Stlmulatlng, promcting and supporting the development of methodologies for the protection of Cl, ln 
particular risk assessmani methodologies 
O Promcting and supporting shared operaticnal measures to improve security in cross-border supply 
chains 
0Promoting and supporting the development of security standards, and an exchange of know-how 
and experience on protection of people and Cl 
0 Promcting and Supporting Community wide coordinatlon and cooperation on Cl· 

0 Objective 2 : Conaequanea management (If this box la tlcked, one of the 2 aub-objectlvea liated 
below muat be tlcked) 

0 Stimulating, promcting and supporting exchange of knowledge and experience, in order to establlsh 
best practlce 
O Promcting joint exercises and practical scenarios, ln order to enhance coordlnation and cooperatlon 

2.1.8 Which specifi c priority is cavared by this project? (see Section 3.1 of the Calls for 
Proposals) (max 1 selection) 

O Facililating the implementallon of Council Directive 20081114/EC ... 

29186 
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Annox i- Description or the action 

0 Supporting the policy inilialive and the action plan on Criticallnformation Infrastructure 
Protection (Cll P) - COM(2009) 149 ... 

0 Daveloping good practlces in business continuity planning l Operator security plans 

0 DevelopmenUevaluatlon/propagation of tools and methods to design public spaces to improve 
protection againat terrorist attacks (including simulation and testlng) 

0 lnterdependency analysis 

O Incressing the security awareness of eritical infrastructure operalars 

O Development of tools needed to coordinate inter-seeloral ClP activities \ 

181 Impreving information management with regard to eritical infrastructures 
1 

0 Incressing eritical infrastructure protection capacity in the transport, energy, ICT, chemical, l 
financial, water, food, health, space, research and nuclear sectors l 

2.1.9 Please explain how your project proposal correspanda to the selected priority (max 1500 
charactars j: 

The project has a strong focus on information management regarding Critlcallnfrastructures. 
The model to be set up will in fact allow a com prehansive and systematized collection of data 
relevant to assess the risk of terrorism at loealtsub-national and nationallevel from the main 
stakeholders such as local authorlties, enforcing agencles, Critlcallnfrastructures owners 
(transport, energy, water, waste dlsposal, etc) thanks to an Integrated and geo-located mapping 
system based on a shared set of indicators. The project will also build a system for Information 
sharing at EU level, updated in real time, which will enable the creation of new and more and 
more enlarged terrorism risk scenarios. 
Special consideration will be paid to the technological aspects of the integrated mapping 
system, in order to ensura an efficieni and effectlve management of Information, allowing 
interoperability as weil as the fuifillmani of confidentiality needs. 

2.1.1 o Type of activities (mln 1 selection j 

181 Operalfonal cooperatlon and coordlnation 
181 Analytical, manitoring and evaluatlon activltles 
181 Development and transfer of technology and methodology 
O Training, exchange of staff and experts 
181 Awareness and disseminalion actlviiles 
181 Development and creation of.network 

2. 1.11 CHARACTERISTICS OF THE PROJECT (max 1 aelectlon) 
181 Transnational project (If thla box la tlcked, please submlt ali documente requested ln 

Sectlons 5.2 and 8.1 of the Calla for Proposals ) . 
O National (If this box la tlcked, the followlng sectlon on NATIONAL projecte 

must also be complatadj 

NATIONAL projecte must: (mln 1 aelectlon) 
O prepere transnational projects and/or Union actfons ("starter measures") 
0 camplement transnatfonal projects andlor Union ("complementary measures") 
O contribute to daveloping lnnovatlve methods andtor technologles with a potantlal for transferabiilly to 

actfons at Union level, or davelop such methods or technologles wlth a view to transferring them to 
other Member States and/or other country which may either be an ecceding or a candidats country 

Please explain how your proposal for a national project complies with one of the above 
mentioned condiliens (max 500 characters): 
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2.1.12 Summary of the project for which the C IPS financial assistance is requested. Please list 
the objective( sJ, activities, duration, methodology, partnership, target groups, expected results 
and deliverables, and disseminalion strategy. This summary will be forwarded to Mamber States' 
representatives and publishad in case the proposal ls awarded a grant (max 4ooo charactera). 

The project will improve terrorism risk assessmani agalnst Cl at EU level ln metropolitan areas, 
with special focus on big events. The Speciflt Objective is to davelop a model, starting from 
experiences of 4 countries (l, Nl, H and BG), based on exploitatlon of software in network to 
reach an 'Integrated RiskrMap Against Terrorism lssue" reveallng the level of 'Risk' (qualitative 
spectrum of different risks levels) and its localion ln real time through intersection of saveral pre­
defined risk-indicators. This model implles an intranet system inside a single Country (integrating 
security maps of local pollee and Cl stakeholders) and the development of a EU network of maps 
exchanging information colleeted at national level about rlsks spectrum in a certaln mamant and 
in a certaln area (e.g. during a big event). 

ACTIVITIES 

The project will last 24 months and Includas harizontal activities (PM, M&E and external audit} 
and 5 operalional phases. 

Phase 1: Identification of terrorism risk lndicators, followed by comparalive analysis and 
experience sharing on systems and methodologies in pl ace for terrorism risk assesemeni 

Phase 2: integrated risk assesemeni mapping model elabaration and definition of operatlonal, 
procedural and technolegical aspects to ensura that can run in partners' local contexts as weil as 
in other EU M/S 

Phase 3: model tests in 4 countries 

Phase 4: model final elabaration (fine tuning, feaslbility assessmani of aspects for replication) 

Phase 5: communication and disseminatlon. 

METHODOlOGY 

The methodology is facused on a quautalive approach based on the European law Enforcement: 
Dir. 20081114/EC - European "Critical lnfrastructures" and the complementary "Critical 
Information Infrastructure Protection" (CIIP). Legislative sources are then integrated with the 
reference doctrina for the definition of main research varisbles ('Cl", 'Terrorism" and the related 
"Risks' concepts). The pragmatic and operalive approach is reached through privileged 
witnesses and experts interviews. 

PARTNERSHIP 

Beneficiaries are 3 municipalities (Milan, Varna, Budapest), the Safety Region of Rotterdam, and 
Milan Catholic University. The 4 cilies, with ditfereni levels of experlence, have been warking on 
the development of risk assessmani methodologies and policies. Supported by the sclentific 
know-how of the Catholic University and UNICRI, the partnerahip aims at introducing and 
disseminating common methodologies. The involvement of the local Cl owners (and lombardy 
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Annex l - Description of the action 

Ragion} contributes to setting up of an inclusive scenario with shared information, to be 
repiicated elsewhere 

TARGET GROUPS 

The project will target LOCAL AUTHORITI ES, in charge of strategic planning, policy maklng and 
risk management maps; LOCAL AND REGIONAL LAW ENFORCEMENT, directly implementirig. 
risk maps, sharing information and contributing to their elaboration; Cl STAKEHOLDERS, 
invoived in terrorism risk-assessment, as primary target of posslbie attacks 

RESULTS 

Good project performanea will be ensurad through PM devices: Quality Management Handbook; 
manitoring tool, manitoring and self-evaluallon reports; 3 Steering Committee meetings; virtual 
coordlnation meetings. 

Phase 1- 3 experience-sharing workshops; 2 papers: "Set of indicalars of terrorism risk and 
Synthetic Risk Assessmani Index' and "Analysis of EU and global systems and methodologies 
for risk assessmenr 

Phase 2-Methodological devices: Standardised system for data collection and Guidelines for 
operalion and sustainability, inciuding information sharing at EU level 

Phase 3- Test Reports 

Phase 4-Methodological lo()l and guidelines to run on ditfereni technolegical systems, as final 
product. 

Disseminalion is at 2 levels: selected institutions in ali EU M/S, with dadicated website access 
and events invltees; 2. public at large and scientific community. 

Results will be disseminated through website, 7 events, particlpallon to 1 O conferences, articles 
and concepi apers, networking. 
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2.1.13 TECHNICAL ANNEX2- DET AILED LIST OF PROJECT ACTIVJTIES 

HOME/201 0/CIPS/AG/025 
Annex l - Description of the action 

Please ensura that ali activities specifiad below are consistant with the costs identlfied under each budget beading and the Timetable included in the 
...... .... _., ... _.. ..... -· .... 

ByWhom? 
Whal1 

Forwllom? - Why? Name of 
EJ<peeted --

Riskaand 
Type/ personand - -and Ou1puls and deliv«ables assumptions/ - Target groups l Participarl1s Number Where? Name of the Objeclivn l Alm of the ac:tiYIIy organisation Mitigalion stral8gles 
acllvity Ihatwill and Counlly of Origin 

implement !he 
. acllvity 

0.1 Overall Ensuring efficieni and Alessia Coordinator, Co-Beneficiaries, Month 1 Kick-<:lff,mid-tenn and final 
Project effective project Sanluccic Associate Partners to Month meetings 
Management pelformance, adequate Leader. (30 people involved) 24 HandboOk for quality 
and partner involvement, and Milan City l, NL, H, management (including 
coordination creating the condiliens fbr Council BG CIPS visibility guidelines) 

impact and sustainability. Reports 
submitted to the EC 

0.2 Manitoring Manitoring physical and Maniloring Project Management Team Month 1 Web-based maniloring Final beneficiaries & 
financial progress against & Steering Committee to Month system in place and target groups 
planning, anticipating . Evaluation (50 people involved) · 24 accessible by ali partners unavailable to 
problems and adapting to Expert l, NL, H, 2 self evaluations carried provide information. 
changed circumstances (TBA) BG out 

subccnibacl Biannual manitoring reports Access to wide 
ed by elaborated range of sources 
MilanClty will ensure 
Council collection of 

relevant info. 
-- -----···-- ---

2 This Tedmleal Annex will be -to the Grant Ag._nt. The level of-~ is Impartant for monmring and demonstrating the project organisation. 
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Annexl ·on of the action 

0.3 Evaluation Assessing success Extemal Project partners, Commission Month 24 Project evaluated against Final beneiiciarias & 
against conventional Evaluator Services, Public at large l, NL, H, conventional eritelia at target groups 
crileria (relevance, (TBA), BG project end. unavailable to 
efficiency, effectiveness, subcentract Final evaluation report provide infonnation. 
impact, sustainability), ed elaborated. 
learning lessons for future Milan City Access to wide 
u se Council range of sources 

will ensure 
collection of 
relevant info. 

0.4 Extemal Ensuring Ihat the project Extemal Commission Services Month 24 Audit report 
' Audit is managed in Auditor 

compliance wilh (TSA), 
European regulatiens and subcentract 
the Grant Agreement ed by Milan 

City Council 
1. Defining ldentify ernpirical and Mateo Scientific community Month 2 Set of indicalars of the risk Difficulty to 
indicalars objectively verifiable lombardi Enforcement agencies to month of terrorism elaborated negotiate a shared l 

indicalars shared by ali Leader: Govemmental agencies 4 Synlhetic risk ~ment theoretical model of 
partners to measure Universita Critical infrastructures owners Milanin index defined terrorism. 
terrorism risk Cattolica (about 400 people involved) virtual 

conneclio Overcoming 
n wilh theeretica l 
Nelherlan approach focusing 
ds, on operaticnal 
Hungary caneems (actual 
and lhreats) 
Bulgaria 

-- ---

34186 
lnitials cllle-ilali>eíillieApplicant--

~ 



HOME/2010/CIPSIAG/025 
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2. Drawing a Marco Scientific community Month 4 3 workshops erganised Difiicuily in reaching 
Comparalive comprehensive piciure of lombardi Entercement agencies to month (Milan, Varna, Budapest) synthesis out of 
analysis and the systems and leader: Govemmental agendes 9 Analysis' report elaborated wide range of 
experience methodologies in place in Universita Critical infrastructunes owners ltaly, The practices and 
sharing the EU and beyond for Cattolica (a bo ut 400 people involved) N etherlan methodologies 

risk assessment to share ds, 
best practices Hungary 

Reaching a shared 

Bulgaria 
langliage code 
driven by 
implemented 
technOIOQY 

3. Model of Elaborating a mapping Tullio Entercement agencies Month9 Standardised system for limils imposed by 
' 

integrated· model based on terrorism Mastrangel Govemmental agencies to.month data collection privacy and nespect 
mapping of risk indicators and o Critical infrastructures owners 12 of individu al l 

terrorism risk integrating eritical areas leader: (about 200 people involved) Milan, freedom rules. 
maps ot the relevant Milan City lin virtual 
stakeholdeJS for big Council conneclio Compliance with 
events nwith privacy legislation in 

olller the dilferent 

partners' countries. 

countries l 

4. Defining the conditions to Tullio Entercement agencies Monlh 11 Guidelines for operalion limils imposed by l 
Organisaitiona make the mapping model Mastrangel Govemmental agendes to month . and sustainability of the the technology of 
l and operalional o Critical infrastructunes owners 14 mapping system elaborated existing maps. 
technological leader: (about 200 people involved) Milan,in (includlng information Technologies 
aspects Milan City virtual sharing at EU level) adapted to model l 

.Council conneclio and information 
n with sharing ' 

olller ' l 
partners' 
countries 

35136 

lniliols oliile ·--oliile Ajoplalltooga-. 

~ 
----~-------~ 



HOME/201 0/CIPS/AG/025 
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5. Test in Validating the made! in Roberto Milan Months T est report elaborated, limils imposed by l Milan Milan Forgnone Local authorities 15-16 emphasising any eritical the technology of 
Leader: Enforcement ageneies Milan aspeels' existing maps. 
Milan City Govemmental agencies Technologies 
Council Critical infrastructures owners adapted to model 

(about 50 people invotved) and infoiTTiation 
sharing. l 

6. Test in Validating the model in Maarten Rotterdam Months T est report elaborated, Avaliability of ' 
Rotterdam Rotterdam Worp Local authorities 15-16 emphasising any eritical stakeholders to be 

i 
Leader: Enforcement agencies R plterd a aspects involved. 
Safety Govemmental agencies m Consensus building l 
Region Critical infrastructures owners and project 
Rotterdam (about 50 peple involved) objectives shared 
Area wi1h ali 

stakeholders. 

7. Test in Validating the made! in T unde Budapest Months Test report elaborated, Avaliability of 
Budapest Budapest Bonnyai Local authorities 15-16 emphasising any eritical stakeholders to be 

Leader: Enforcennmt agencies Budapest aspects involved. 
Budapest Govemmental agencies Consensus building 
Municipality Critical infrastructures owners and project 

(about 50 peple involved) objectives shared 
wi1h ali stakeholders 

8. Test in Validating the made! in Margarita Varna Months Test report elaborated, Availability of 
' V ama V ama Christova Local athortties 15-16 emphasising any eritical stakeholders to be 

Leader: Enforcement agencies V ama aspects involved. 
Varna Govemmental agencies Consensus building 
Municipality Critical infrastructures owners and project 

(about 50 peple involved) objectives shared 
with ali stakeholders 

---- ---· 
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9. Final Based on test, fine tuning Tullio EU Month 17 Methodological tool and Existing 
elaboralion of the operalional guidelines Mastrangel Scientific community to month guidelines technological 
methodologic of the mapping for o EU policy maker and legislator 19 Suggestions for migration systems do not 
al tool repiicatien in other Leader: Enforcement agencies Milan, in between ditfereni support the model. 

contexts and as a tool of MilanCity Govemmental agencies virtual technological systems Suggesting 
risk assessment at EU Council Critical infrastructures owners connectic software migration 
level Big events organisers n with processes. 

(2685 people addressed) other 
partners' 
countries 

10. Familiarising Alessia Decision makers, Cl owners, M2 (web- Website (virtual scenarios Problemsof 
Dissem ination stakeholders with risk Ceresa Scientific Community, law site set simulated) confidentiality: 

assessment mapping Leader. enforcement agencies, local up), M4, Leafiets privacy and social 
system in view of ils wide Milan City administrations M7,M8, Pubtications/concept papers waming. 
application and turther Council (2685 people addressed) M9, M12, Organisationlparticipation in Defining adequate 
development M15to events policies of l 

M24 Mid term & final conference information access. 

l 

Ali over 
EU 

. l 
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2.1.14 Experience of the Appiicant organisation/Coordinetor in the selected priority area(s) 

Please summarisa the activities/experience of the Appiicant organisation/coordinetor in this 
priority area and provide a short description of at least 3 successful projects (not necesserily wlth 
EU financlal support) of comparabla nature and volume to the project for which the CIPS financial 
assistance is requested (max 1 OOO characters). 

CDM devised and implemented, in 2007, the "Risk Management System" of the city. This 
system allows to generate a thematic map of eritical aspects and situations of the territory, that 
can endangerand jeopardise the citizens, their quality of life and their percepiion of safety. The 
risk map is supported by the Information System for Urban Security, that monitor the eritical 
events taking place in the city. In particular it shows up, with different levels of magnitude, illicit 
traffics and ptactices, crimes and abusive trades. In order to increase the control of the territory 
and the security of eritical inftastructures, the project "Video-surveillance and control room" 
enhanced the video surveillance system and set up two control rooms connected to ali 800 video 
carneras and 24h active. The project "Control of the territory through volunteers", airned at 
reducing insecurity perception, entrusted volunteers associations to manitor and intervene in 
eritical areas. 

Intiala d Ih a <epresenlallve ol tha Appiicant organlsallon: 
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HOME/201 OICIPSIAGJ025 
Annax l - Description of the action 

2.2.1 What specitic issue l question does you r project address? (max 2000 characters) 

The presant project facuses ils attantion on the implementation of a concrete and operalive 
system on the security risks described in the Council Directive 20081114/EC through the 
identification and classification of European Criticallnfrastructures (Cl), connected with an 
"action plan" on Critlcallnformation Infrastructure Protection (CIIP)- COM(2009) 149. 
The justiticalion of the issue is the fact that in modern societies after the 9111 terrorist event in 
the New York "big city" and in Europe the turther subversive events in Madrid (2004) and 
London (2005) against 'Critical lnfrastructures" (transport, energy, health, ecc.), the percepiion 
of 'security" and 'safety" have been changing both by the Civil Society and by the Privata and 
Public Institutions. 
Therefore the main problem related to any form of Terrorism nowadays is to create a common 
classification of "What" ls meant "risk" and "How" to respond to it at a unique European level. ln 
faci each European Country has ils own concepi and definition of "risk", as the geographica!, 
historical, political and social festures of a single State are ditfereni to each other. 
The presant project therefore has the inteni to focus the attantion at a European level on the 
follawing questions: 
• How to salve the security problem in European 'big cities' connected with Terrorism? 
• How to guarantee the Cl security as topic target of Terrorism ln Europe? 
• How to valuate and estimate the real and potenilal risks related to Terrorism in the 
course of 'big events" wilhin the European borders? 
There are the answers: 
• it's time for an European information-sharing through a common "language code" to 
identify the terrorism 'risks indlcators' 
• lt's time for an European technology-sharing through the diffusion of a software able to 
geo-localize the potenilal/real terrorist related risks 
it'.s time for an "Integrated rlsks-Map Against Terrorism Threat" at a European level. 

2.2.2 Objectivesof the project (in relation to the issue/ question mentioned above) (max 1000 
characters): 

As general objective, the project aims at im proving the assessmani of the risk of terrorism 
against Cl at EU level (public transport, electricity, water, gas, waste disposal, etc) in 
metropolitan areas, with a special focus on big events. The spectic objective ls to davelop a 
model, starting from national experiences, based on the exploitatlon of ditfereni software in 
network (Intranet) to reach an "Integrated Risk-Map Against Terrorism lssue". This is an 
informalles "Map" revesiing the level of "Risk" (quamative spectrum of ditfereni rlsks levels) and 
ils localion through the lntersection of saveral pre-defined risk-indicators. This map is quaiifled 
as "Integrated" because the turther objective is to implement an intranet system of risk­
assessmani inside a single Country, and to develop a European networik of maps connected to 
exchange the information colleeted at nationallevel about risks spectrum in a eartain moment 
and ln a certaln area (eJt EXJJO 2015 in Mllanl. 

2.2.3 Please describe the participants (both target groups and beneficiaries) ln the activities (max 
1 OOO characters): 

lniUals of the representative of the A~tcar~t organisation:· 

............................................................... 
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TARGET c 
Local/Regional Polica and authorilles (Milan Local Police, Lombardy Ragion, Rotterdam­
Rijnmond regional Police; Budapest Local Police; Defence subdepartment of the Mayor's Offlee 
of the Municipality of Budapest; Zrinyi Mikl6s University of National Defence; Varna Municipalily 
'Defensive Plan n ing and Information security', 'Security and Protection of Public Order 
Directorates; Varna police, gendarmerie, security contractors) 

Cl stakeholders: infrastructure rnsnaging agencies; 'crisis scenarlo' teams; inter-institutJonai 
Iask force. 

BENEF. 
Public Security Forces&enforcement agencies (Pollzla di Stato and Carabinieri; Rotterdam 
Harbour Masters offica, Rotterdam municipality, public prosecutors office, other safety regions 
in the NL; Varna Regional Polica Directorate, Speclalized Terrorism Combal Forces, National 
S~rvices for Combal agalnst Organized Crime, etc.) 

Minlslries in charge of Internal security 

Big events organisers 

e u rope an cltizens 

Academla 

eu institutions 

2.2.3.1 estimated total number of participants (persons) 12685 

-from judicial authorities, legal practitioners 

- law enforcement 

- other public officials 

- civil society, associations, NGOs 

- professJonai organisations 

- research/university 

- private sactor 

- total from other sector 
o 

!310 

l 510 

l 120 

l1020 

l 715 

max 600 charactersl L. ~50~---l 

2.2.3.2 Estimated total number of participants by Mamber State and other (e.g. candidate) 
countries (persons) 

EU Countries 
Country: 
Number: 

Country: 

AT BE 
20 20 

GR HU 

BG CY ez 
45 10 30 
o 
IE IT l T 

40186 

oe DK ee es Fl FR GB 
30 20 15 50 20 30 20 

o 
lU LV MT NL Pl PT RO 

ln Wa~ of Ih o ,.p,.senlalve of Ihs AppNcant organisation: 

li 

\! 
l 



Number: 

Country: 
Number: 

Gandidate coi.mtries 
Country: 
Number: 

Other 

20 45 15 69 
o o 

SE SI SK 
20 15 15 
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t~~(-·ISOI=I 1=1 1=1 1=1 1=1 1=1 l 
IMPACT CRITERION 

2.2.4. What are the expected results of the project? What are the concrete deliverebles and 
outputs of the activities? Please quantify the expected results/outputs/achievements 
/deliverableslend products of the planned actlvit/es (max 1 OOO characters): 

Kick-off, mid-term and final coordination meetings 
Handbook for quality management 
Prograss reports 
Web-based manitoring system accessib/e by ali partnera 
Self evaluations 
Biannuai manitoring reports 
Project externally evaiuated in the end (final evaiuation raport) 
Set of indicators of the risk of terrorism built 
Synthetic Risk Assessment Index defined 
3 experience sharing workshops 
Analysis raport on systems and methodologies for risk assessment in place in the EU and 
beyond 
Standard/sed system for data collection 
Guidelines for operatien and sustalnabU/ty of the mapping system, inciuding info sharing at EU 
level 
Reports of testing exercise in 4 countries highlighting eritical factors 
Methodo/ogical tool and guidelines 
Suggestions for migration to different technolegical systema 
Leaflet 
Virtual scenar/os 
Web-site set up and constanily updated 
At least 1 O publications · 
Presentat/on of project results in at ieast 1 O events in the EU 
Events erganised in Milan Varna Budapest 

2.2. 5 What is the expected impact of the proposed act/vitles (in the short, medium and long term) 
on the C IPS programme's objectives and on the target groups? how do you intend to evaluate it? 
(max 1 OOO characters): 

3 Consult httc://ylww.Jso.org!!sg/enlprods·servicesi!Jo3166ma/02is.o-3166-code-llstsO!st-en 1.htm! for the com~ete list of ISO 2 
country codes 

Initlais of lhe representalfve of the Appiicant OfllBnlsetlon: 
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Short term: Integrated Risk-Map will draw new scanarias of risk at local level. Cl agencies will 
increase awareness of terrorism risk, allowing adopti on of new risk management siralegles and 
operalional protocols, impreving compliance with EU Cl rules {including not only transport and 
energy-current directive large!- but potenliaily involving other Cl, as health, food, ICT, etc.). 
Medium term: partners' countries maps network and information sharing will enable the creation 
offurther enlarged risk scenarios, covering most of the EU territory in the long term. 
Medium/long term: access to Integrated Risk-Map extended to entities at nationallevel with an 
interest in assessing the risk-level, wilhin their operalive context {enforcing agencies, Minister of 
Internal Affairs, etc.).ln ltaly,through the Internal Affairs Mininstry the model could be repiicated 
downward to other Regions and cities. 
Actual and potenfial Impact evaluated via focus groups and interviews with stakeholders 

2.2.6 Based on which indicators do you intend to evaluate the implementation of your activities? 
Who will do the evaluation of the impact and results of your project? {max 1 OOO characters): 

f'roject prograss will be monitored against biannuai pl anning, covering: activlties/sub-actlvitles 
undertaken, results attained, resources employed and budget spent. As physical indicalars 
milestones as weil as quantitalive and qualilalive outputs will be used; as financial indicalars 
"Cost Performanea Index" and "Schedule Performanea Index". A self evaluation will occur at mid 
term and end, assessing relevance, efflciency, effectiveness, impact and sustainability. 
Manitoring and self-evaluallon will be co-ordinated by an Expert contracted by the Applicant. 
Biannual Manitoring Reports will highlight atrengths and weaknesses in project implementation, 
enabling management to salve problems, and adapt to new circumstances to improve 
performance. The 2nd and 4th reports will include the self-evaluation findings. An extemal 
evaluation based on the same eritaria mentioned above will valldate the internal exercise at 
project end and will be_ publishad on web-site. 

2.2. 7.1 Why is the CIPS support needed to echleve the proposed results? How will the project 
activities camplement other activities {past, present, future) in this tieid? Will your activities have 
a multiplier effect on the public? If yes, to what extent? {max 1500 characters): 

It is highly racognised that terrorism threat can only be faced in a transnational context {Cl are 
defined aceording to the effects of their being eritical - domino effect - and not aceording to theit 
location). An effective protection of Cl requires communication, coordination and cooperetion 
both at national and at EU level. The project will hence Improve terrorism risk assessmani at 
European level, from two points of view. Firstly it will make risk assessment more effect/ve at 
nationallevel {ln ltaly, in the Netherlands, in Bulgaria, in Hungary as weil as ln those EU countrie 
adopting the model) thanks to an exchange of experlences and disseminalion actions. Secondly 
integrated mapping system {Information sharing at EU level) will generate new European risk 
scanari os, which can be progressive/y fed by other data {maps can dynamically rapreseni 
geolocated varlables from different databases). 
The project complements the development of EU IC rules, in that it providea a tool to evaluate 
risk of terrorism against Crlticallnfrastructures. ln ltaly the project can be a development of the 
Schengen Information System {SIS) wilhin Intemal Affalres Mlnistry and It promotes at locallevel 
the "PIC warking group' operating at nationallevel {Protection of Criticallnfnsstructures). 

2.2. 7.2 Please describe how you intend to sustaln the project {lis activities, results, impact, etc) in 
the medium and long term {max 1 OOO characters) aller the perlod of C IPS financing has ended: 

ln~als ol lila ,.",..enlallva o lihe Appiicant Dlganisatlon: 
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The project implies enhancement and sharing at EU level of risk control, which is already part of 
ali the partners' strategies. The participation in the project of the key actars in the fleld of C 1 
terrorism risk assessmani in each country Will ensura the necessary institutional and fl nanelal 
support to make the model work both at nationallevel and at EU level, through information 
sharing, once the project ends. Technical sustainabillty will also be ensured, through the 
identification of technological solutiens enabling the widest extension as possibia of the 
integrated mapping system. Al policy level, the project will contribute to the effort to uniform the 
security "system and procedure', as weil as to ereille a common classification of "What' ls 
mean! by 'risk' and "How" to respond to it, through a unique language code. This will not only 
inform the implementallon process of Directive 2008/14, but it will be a step ahead in the EU 
effort to reach a common security framework. 

2.2.8.1 Please descrlbe the planned disseminalion sirategy {how end to whom) for the results of 
your project {max 1000 characters): 

PRODUCTS 
a. Paper: terrorism risk indicalars and Synthetlc Risk Assessmani Index 
b.Systems and methodologles for risk assessment Analysis 
c. Methodological tool and guidelines to run on ditfereni technological systems 
d.1 O concepi papera on project scientific and technologica l contents 
e. Monitorlng/self-evaluation reports {partners) 
f. Evaluation report and Quality Management Handbook includlng lessons learned 
g.Leaflet 
TARGET 
Local Authorities, Local Police, Cl Owners, Enforcement agencies, Governmental Agencies, 
National Policy makers, Big Events Organisers, Scientlfic Community, EU Policy makers and 
legisistor 
MEANS 
WEBSITE: free access for a, b, d, f, g; dediested access for c. Contentsin EN and original 
languages 
E-MAILING: ali productslwarning on web-avaliability sen! to largeted maiiing list in EU M/S 
WORKSHOPS Milan, Budapest, Varna 
CONFERENCES: e.g. Itallan National Security Observatory; Terrorism Euopean Expert 
Network; Eurocitles Security 
2 Milan EVENTS 

2.2.8.2 Visibiilly of the EU funding - Please descrlbe how and where the logo and indicalion that 
the actlviiles are co-flnanced by the CIPS programme will be specifically mentioned {max 500 
charactars l: 
At project outset visibiilly guidelines will be issued and shared by ali the partners, to ensure that 
the target grau ps, the beneficiarii!S and public at large are aware of the EU/CIPS support. 
Guidelines will describe how the EU logo, the wording and disclaimer foreseen in Annex V of 
the Grant Agreement have to be displyed on ali the materials produced { concepi papers, 
publications, banners, presentations, CD ROM, etc.). The Project Manager is responsibia to 
ensura comolianea with auldelines. 

Do you agree to the European Commission making the outputs and delíverabies of your project 
available to Member States' public authorilles on a secure website {Critlcal Infrastructure 
Warning Information Network - CIWIN)? Please tick 1 box. 

181 Yes 
ONo 

lnffials oliilo representaUvo ollho Appllcanl organisation: 

"'"'"""'"''''''''''''''''''''''''''''''' ............... . 
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2.2.9 Conceptlon and riska 

HOME/201 0/CIPS/AG/026 
Annex l - Description, of the action 

2.2.9.1 Please explain why this project idea carne about? Why and how does this project address 
a real need at European level? (max 2000 characters): 

Post 9/11 era highlights that terrorism is a phenomenon that affects single countries, but roots, 
motivations and organisational structure are placed at global level. Therefore terrorism threat 
can be faced·at continentailevel, ln the logic of EU effort to adopt common security tools. 
Preferred targets are big urban areas (big citles ara complex and complexity generates 
vulnerability), Criticallnfrastructures of national countrles (answering to the two main goals of 
any terrorist group: 'best resuit, minimum effort') and big events (high concentration of people 
and high vlslbility -virtual densHy). 
The project has been promoted by Milan as big city, concentrating Cl with a national and 
European value (e. g. Milan airport ls a major European hub) and in the process of erganising 
Expo 201 5 (20 milion vlsltors expected - 30% from abroad). The inteniion is to build on the 
presant experiences of Milan and other 3 countries in the use of geo-referenced risk mapping. 
Such systems have been set up and used for few years, but to date they are not sufflciently 
spread and integrated both at local/national and internationallevel to conalltute an effective tool 
of risk control. The interventlen at this relatlvely early stage of development of the mapping 
systema for risk assessmani ls seen as a pro-active way to copa with the need of sharing the 
information at EU level addressing in time the issue of interoperability. As a consequence, to the 
extent to which it will enhance security of eritical infrastructurea in Europe, the project will 
counter the domino effect of terrorism threats contributing to a positive domino effect. 
Furthermore, the project wili establlsh a system of indicators on terrorism risk assessmani 
based on operalional concerns that can inform the European rules on terrorism prevention and 
Crlticallnfrastructure protection. 

2.2.9.2 Please demonstrele your knowledge of the most raceni developments on the subject of 
your proposal (blbliography, contact lists, needs' assessment, project preparstory work, 
references to EU sirategies/action plans, etc.) (max 2000 characters): 

lnlllalo of lha 10j!18S&nfallva of lhe Appleani o~ganloallon: 
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CLARKE R. V. (1997) Situational Crime Prevention- Successful Case Study, Harrow & Heston, 
NewYork 
CLARKE R. V. (2006) Outsmarting the Terrorista, Praeger Publisher, Westport 
JORDAN J. (9 March 2006) The Madrid Attacks: Results of lnvestigations Two Years Later, 
Jamestown Terrorism Manitor 
KILCULLEN D.J. (2007) Subversion and Countersubversion in the Campeign against Terrorism · 
in Europe, Studles in Conflict and Terrorism, 30( 8) 
KUZNAR L. & LUTZ J. (2007) Risk Sensitivily and Terrorism, Political Studies, 55(2) 
SCHMIT A. (2004) Terrorism -The Deflnitional Problem, Case Western Reserve Journal of 
International Law, 36(2) 
SCHMID A., JONGMAN A. J (2005) Political Terrorism: A New Guide To Actors, Authors, 
Concepts, Data Bases, Theorles, And Uterature, Transaction Book, Amsterdam: North Holland 
WILKINSON P. (2007) Homeland Security in the UK: Future Preparedness for Terrorist Attacks 
since 9/11, CSTPV, University of St. Andrews, Routledge, UK 
CONTACT LIST 
Gruppo Italiana dl Studi sulla Sorveglianza 
Llss, Living ln Surveillance Societies, COST Action IS0807 (MC: ITAL Y) 
OSN, Osservatorio sulla Sicurezza Nazionale, Centro Militare Studi dl Studi Strategici, Ministero 
dell'lnterno, Roma 
SCAN, Surveillance Carneras Awareness Network, Queen's University di Kingston (ON), 
Canada 
Programme Committee, ldentity in the Information Society, London School of Economics, 
Lond ra 

NEEDS ASSESSMENT: 
ln relation to public transport: Project 'National Security Observatory", Focus Group 'T errorism 
and crimlnality in metropolitan areas", Raport in "Le guide pratlche per la sicurezza nazionale. 
Caratterizzazione della mlnaccia terroriamo nelle aree metropolitiane- Trasportl pubblicl" 
(29/9/2009) 

PROJECT PREPARA TORY WORK 
Underteken in the context of risk-assessmani partners' previcus experience: 
Milan City Hall 'Risk Map" (ltaly) 
Lombardy Region 'Risk Map" (ltaly) 
Rotterdam City Hall "Risk Map" (Nedertand) 

. 

2.2.9.3 What are the innavalive aspects of your project? How? (max 1000 charscters) 

Firstly, the project will build a shared system of Indicalars to define terrorism risksat European 
level, which at presant does not exist. 
Secondly, the project will address the issue of inter-agency nelwarking (local authoritles, 
enforcment agencies and Cl owners) at loealinational as weil as at international level, proposing 
a model that ls innavalive in terms of elaboralion and dissemination. The risk map model is 
ereatad on the basis of a 'bottom-up approach", i.e. from the local perspeclive of rlsks 
assessmani to the sub-national/national until to the EU level: once the method to rapreseni 
phenomenon through territarial mapping is shared it can be tranaposed at European level and 
opened to existing technologies such as for example Google Earth, depending on the strategic 
choices. 

2.2.9.4 ln the implementallon of your project, what are the patentlal risks, uncertainties and 
difficultles, as weil as possibia favourable factors? What is your risk mitigation strategy? Please 
enswer both questions (max 1000 characters): 

Initillia of Illo represenlallve ol !ho AppllcaniOillanisation: 
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1. Difiicuily in reaching shared theoretical model of terrorism. Theoretical approach overcome 
focusing on operalional concerns based on actual threats. 2. Difficulty in reaching synthesis out 
of a wide range of praclieas and methods. Shared language code pursued driven by 
implemented technologies. 3. Limils to model elaboralion and operalion imposed by privacy 
requirements and respact of individual freedom. Modus operandi sought deriving from 
compliance with countrles' legislatlon. 4. Exlstlng maps technology limiting model and 
information sharing. Best technolegical solutiens sought, includlng appropriate software 
migration. 5. Relevant stakeholders' (e.g Cl owners) unavailability to be involved in mapping 
exercise (constraining effectíve operatien of the mapping system and proper testing). 
Consensus bulit and project objectives shared. 6. Disseminalion constralned by confldentiality 
needs and social warning fear. Adequate policies defined for information access. 

2.2.10 Methodology and Organlsatlonal structure 

2.2.1 0.1 Please desori be the methodology to achieve the desired objectives (max 1 OOO 
characters): 

The presant project focuses tts methodology on a qualilalive approach based on the European 
Law Enforcement: the Council Directive 2008/114/EC • European "Critical lnfrastructures' and 
the complementary 'Crltlcallnforrnation Infrastructure Protection" (CIIP)- COM(2009) 149. 
The legislelive sources are then integrated with the most European diffused doctrina for the 
definition of the "Critlcallnfrastructures', "Terrorlsm' and the related "Risks' concepts: the main 
research . varlebles. 
The pfagmatic and operalive approach is reached through the technique of privileged witnesses 
and experts interviews: Mllan Local Polica Agenis who in concrete manage the Milan City Hall 
"Risk-Map' software, as weil as the Lombardy Region and Cl stakeholders. 
Fineily the Itallan "Risk-Map' is shared with the experience in this context of the other presant 
project European Partnera (Nederland, Hungay, Bulgarla), using the same methodologlcal 
model to create an "Integrated Rlsk-Ma_p Ag_ainst Terrorism lssue" 

2.2.10.2 Timelabia for implementation. Please provide comments on the timetable attachad to 
the Budget Estimate Form (max 1500 charactera): 

The project willlest for 24 months and will Includa a set of horizental activilies (0.1 to 0.4) and 
five operalional phases. 
HORIZONT AL ACTIVITIES (0.1-0.4) - Project management and manitoring will run throughout 
ali the project perlod (with 3 strategic meetinga among partnera, 4 biannual monitoring reports 
and two self-evaluations), whereas external evaluation and audit will take place at the end of the 
lmplementation. 
PHASE 1 INDICATORS AND EXPERIENCE SHARING (act. 1&2; Months 2-9)- On the basis of 
colleboration among partnera and best practice exchange, condition ara set to ereala the 
integrated risk assessmani mapping model (indicators established and comparalive analysis 
carried out; 3 experience sharing events organised). 
PHASE 2 MODEL ELABORATION (act. 3&4; Months 9-14)- Based on theoutputsof Phase l, 
the model will be elaborated and ali the operational, procedural and technological aspects will 
be defined. PHASE 3 TESTING (act. 5-8; Months 15-16)- The model will be tested in the 4 
target countries, and findings desoribad in specitic reports. 
PHASE 4 MODEL FINE TUNING (act. 9; Months 17-19) -Final elaboralion ofthe 
methodological tool will take place. 
PHASE 5 DISSEMINATION (act 1)- Web-site set up on Month 2 and constanily updated. 
Sirategy will be outlined on Month 4. A number of communication actions will take place 
between Month 7 and Month 12 and from Month 15 a wide disseminalion of the results will be 
carriad out until the end of the proiect. 

Organisation 

Intilao ol Illo rapresontallvo ol the Appiicant •fllanlsalion: 
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Please descnbe here the organisatlonal structure and key staff of the project. Please provide the tollowlng information 
for each project staff member: name, experlence· ln the fleld, beslc description of the peraon's actlviHes and 
responsibllllies, as weil as Information showing the suiisblilly of the person tor the tunctlonlposltlon ln the project, 
his/her avaliability for the project activlties, the estlmaled number of days of work that he/she will dedieste to the 
project acHvitles. Please lndlcate the contracllJal relation of the staff member to the organisation (permanent staff, 
temporary staff member, volunteer etc.)· 

Curriculum VJ!algr key people paÍformlnq work Jn conOJctton wlth the proJect myst ba attachad. 
ln casetherals no person recrulled for a speclfic functlon/posltlon in the project a_lthe time ot lodging the appllcatlon, · 
please provide tha description of the functlon ltself wilhin the overall structure of the project and the raqulrad 
quallficatlon/exparience. 

N.B: the datalll proyld!d below ahould correspond to entrl11 ln Headlna A - Staff of Ih• Bydoe! Ett!mate 
.El!mL. 

2.2.1 0.3 Please describe the organisational structure and lmplementation praeadures of the 
project, the distribution of tasks between Appiicant and Partner organisations. Oraanisatjon chart 
of the project must be attachad (max 1 OOO characters): 

Strategic guidance of the project will be underteken by a Steering Committee, includlng the 
Applicant, Co-Beneflciaries and Assaciete Partners. The SC will meet 3 limes (beginning, mid­
term, end) with the aim to approve activity planning; discuss and valldate project development; 
approve the main strategic outputs. 
Project management will be carriad out by a Project Management Team, led by the Project 
Manager, includlng the Financial Manager, administrative staff appointed by the Appiicant as 
weil as one manager per partner. Project activities will be cartied out by Country Teams 
including scientific and technolegical experts. Scientific representatives of each Country Team 
will be IJ&rt of a Scientiff c Committee. 

2.2.10.4 Project Manager(s)- Profile of the person(s) who actusily manage(s) the project and will 
be directly in charge of rnsnaging the centract if this project is awarded a grant: name, position 
(in the organisational structure of this project), experience in the field and tasks in this project. 
Relevent CVs myst be attachad (max 2000 characters): 

As Project Manager (PM), Mlian City Council will centract Ms Alessia Santuccio. She has 
significant experience in the management of EU projects, in particular: 

i. EGAIS- Ethlcal govemance of ernerging technologies, EU funded project, VII Framework 
Programme (FP); and ii. L4S: Learning for security, EU funded project, VII FP. Role heid: 
Coordinator of UCSC partner. The main activities and responsibllities related to previcus 
experience are: writing of project proposals; European Consortium's organisatlonal 
coordination; planning, scheduling and controlling of the research activities (deflnitlon of 
workplan, milestones and workpackages); delivering of quality products agalnst a light 
schedule; organisation of Consortium meetings and research workshops; writing of project 
reports and scientific publications; writing of research dellverables; creation of project leaflets 
and press articles; disseminalion strategies' pianniiig and executlon. 

The PM will be responsibia for building momentum, ensuring the overall coordination of project 
activities, acting as interface with the EC, and ensuring the proper communication flow between 
strategic (Steering Committee) and operaticnal levels (Country Teams). Ms Santuccio's input is 
of 192 werking days (w/d}. 

2.2.1 0.5 Other project staff- Profiles of other staff responsibia for the project activlties foreseen: 
name, pasilion (in the organisational structure of this project), experience in the field and tasks in 
this project. Relevent CVs must be attachad (max 2000 characters): 

lnltials of lho -nlatlvo of the Appiicont crganlsallon: 
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T. MASTRANGELO - 40 years in security and risk analysis field, has been diracting since 2009 
Milan Central Diractorate for Security. As responsibia of city 'Risk Management System', he is 
TECHNOLOGICAL COORDINATOR of Itallan team (22 w/d). 
M. LOMBARDI - lnternationally racognised expert in risk and emergency management, 
terrorism and natural disasters. Professor at UNICATT, he is scientiflc director of Civil Protection 
Excellent Institute, member of the E ENe T, of Centre for Terrorism and Counterterrorlsm, and 
responsibia of ITSTIME project. He is SCIENTIFIC COORDINATOR, mainly involved in Phase 
1 and disseminalion (70 w/d). 
A. CERESA - International PhD in Criminology and specialised in global terrorism, international 
prevention and impact of new technologies. As SCIENTIFIC EXPERT, she will be involved in 
Phase 1, 2 and disseminalion (120 w/d). 
M. CHRISTOVA, Expert on European integrallon at EU offica of Varna Municipality and formar 
Counsellor with BG Permanent Representation to EU. As BG PM, she will coordinate BG team 
actlviiles (20 w/d). 
T. BONNYAl specialisas ln Cl protection, disaster and defence management. She has 
experience in EU Affairs and projectsfor Budapest municlpality. AS H PM, she will be in charge 
of coordlnating H team actlviiles (20 wid). 
P. UITHOL, has a career in polica forces and specialisas in crisis management. He develops 
counter terrorism action plans and action plans facused on Cl. Mr Uithol is TECHNOLOGICAL 
EXPERT of NL team. He will be mainly involved in experience sharing and model elaboralion 
and testing (15 w/d). 
M. WORP is experienced ln security and public safety policy R&D (implementing risk profile 
policies, multidisclplinary avenis policies, Cl preparedness). As NL PM, he will coordlnate 
Dutch team activitles, mainly lnvolved in Phase 1 and 5 (15 w/d). 
D. MAZARESE is Consuitant at UN IC RI in the Security Governance!Counter Terrorism Unit. As 
SECURITY POLICY EXPERT, will advisa in Phase 1 and facililate dissemination. 

2.2.1 0.6. Financlal management - Name and profile of the person responsibia for overall 
financial management of this project. Please indieala also who will be responsibia for the 
operalional tasks of daily flnancial management of the project, If ditferant from the person for 
overall flnanclal management. Relevant CVs myst be attachad (max 1000 characters): 

Mr Paolo Mascia, temporary staff member of Milan City Council, will be in charge ofthe financial 
aspects of the project in compliance wlth the Grant Agreement and EU rules (cost claim, 
expenditure eligibliily assessmani and flnancial reporting). He will constanily collaborate with 
Mrs Bettarelle (40 werking days foreseen), from the Diractorate for Security of the City Council 
of Milan. Mr Mascia willlial~e with the persons appolnted by each Co-Beneflciary as 
admlnistrative and flriancial.responsible. His input will be of 120 werking days. 

V ALU E FOR MONEY CRITERION 

2.2.11.1 Please justify the projectcosts as foreseen in the Budget Estimate Form. Please explain 
to what extent does this Budget Estimate represent the most economlc and efficieni solution 
andlor the best value for money? (max 100Q charecters): 

Inilais of l~o~eprosonlativo ol Illo Appiicant Ofllonlsation: 
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The project team includes a conslderable number of permanent staff from partners' 
organisations (nearly half of the warking days) provided at zero cos! for the project budget The 
higher amount of work time in the Itallan team compared to other countries' teams is justitled by 
the fact that most of the phases a re led by Mllan City Council (the project promoter) and Unica!! 
(as scientific coordinator). Meetings are lim~ed to what is strictly necessary to ensure effective 
exchange and discussion (3 coordinatlon meetings, 3 experience sharing workshops and 
disseminalion events, of minimum duration), the rest of interaction being at virtual level. 
Products will be mainly produced and disseminated in electronic forma!. Reliance on translation 
services is limlied to the cases ln which multllingual versions of the products cannot be supplled 
bl'_QI'oject staff. 

. . 

· 2.2.11 .2 lnvolvement of third parties/subcontracting/consultants: Describe and justify any 
arrangements for involvement of third parties/subcontracting/consultants, if applicable. Describe 
ln datails the work to be done by third partles (i.e. draft terms of reference). 

f>lease demonstrala the need for lnvolvement of third parties/subcontractors and explain how you 
will select them. Explaln the basis of the calculalion of the cost estimates for subcontracting. 

NB: Subcontracting is not allawed withjn the Partnership Inaither to Appiicant 
organisatjon/coordinator nor to Co-beneflciarles or As&ociate Partnersl and cannot exceed 30% 
of the total eligible cosls of the project. (max 1 OOO characters): 

The Appiicant will sub-centract the follawing services, sin ce they require specialised expertise 
and skills, which cannot be internaily provided: 1. Information and Communication Technology 
services to support in the set up, lest and final elaborallon of the model of integrated risk 
mapping, focusing in particular on systems interoperability; 2. Information and Communication 
Technology services to set-up a web-site, includlng dadicaled areas of restricted access, to 
disseminate project results to selected target groups and to upload the project manitoring tool 
(accesslble only to project partners); 3. Maniloring and self-evaluation; 4. Extemal evaluation; 5. 
External audit. The costs of subcontracted services have been estimated on the basis of current 
market prices ( offars are ln annex). Subcontractors will be selected follawing public 
procurament proced u res aceording to applicable rules, in order to ensura best value for money · · 
and lransparency. 

EUROPEAN DIMENSION CRITERION 

2.2. 12 What is the added value of your project at European level? Please demonstrsle the 
European dimension of the activities and their geographica! impact. (max 1000 characters): 

Firstly, the project makes a com prellensive analysis of the experlences at both EU and 
internationallevel in assessing the risk of terrorism againat Cl. The scope of the analysis does 
not only include the 4 partners' countrles, but thanks to UNICRI and UNICA n It will elaborala 
on the state of the art al global level. 
Secondly the project will build indicators, an Index of Terrorism Risk andamodel will! 
operalional guidelines, which can be used in other EU countries, thanks to a wide disseminalion 
sirategy 
Thirdly, the project set the basis to create an integrated mapping system al EU level 
(information sharing). 
Fourthiy, it contributes to EU effort in creating a common classiflcalion of "What' is "risk" and 
"How" to respond, through a unique language code (inform ing EU policy and legisiallon on Cl as 
weil as security) 
Las! but not least the model is built and tested in a context where a big international event is 
being organised, contributing to securityofmany European visitors 

lnmals ollhe represonlative of lht Appiicant orvanlaallon: 

............................................................. 
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ANNEX/ll 

J LS/20 l 0/ClPS/ A G/025 
30-CE-0453363/00-22 

Technical implementation reports and financial statements to be submitted 

The technical implementation report, financial cost statemenis and other documents referred to in Article 
1.4 of this Grant Agreement must be submitted in duplicate (l originaland 1 copy) wilhin tbree montbs 
follawing the end date of the action as specified in Artici e 1.2 .2 of this Grant Agreement. The final report 
consists of: · 

• a final narratlve report on the im pl ementation of the action - Word file to be downloaded from the 
website of the Commission, DG Home Affairs: 

http://ec.europa.eu/home-affairs/funding!cips/call l O !29/call l O !29 en.htm 

• a summary of maximum two pages in English, Freneh or Germao (Word document) summarising the 
objectives, the context, the target groups, the activities, the achievements and the deliverables of the 
project. This summary is to be published on the website of the Commission, DG Home Affairs wilhin 
the framework of its information and dis semination activities; 

• the deliverables: reports, surveys, studies, CD-ROMs, DVDs and other deliverables and documents 
produced wilhin the framework of the project (an electronic version of ali these documents must be 
also provided); where courses, seminars, conferences, studies, etc. are concemed, ~ attendance 
lists, agendas, results of the evaluation made by the participants and copies of the conclusions or 
proceedings; 

• a final cost statement, dated and signed, drawn up in national currency, presented aceording to the 
sam e breakdown of revenoe and expenditure as the one used for the detailed Budget Estimate in Annex 
ll of this Grant Agreement - Excel file to be downloaded from the website of the Commission, DG 
Home Affairs: 

http://ec.europa.eulhoine-affairs/fundinglcips/call l O !29/call l 0129 en.htm 

The final cost stalement must be compteted in ali its parts: 

- a complete copy of extraels from the generalledgers detailing ali the items of expenditure and incJuding 
payment references; 

- copies of the bank statements, receipts or other proof of payment corresponding to the items stated in the 
ledger and the budget of the project. 

The accompanying supporting documents (including proofs of payments) that refer to the costs incurred 
during the eligibility period of the project are to be originals or ceriifled copies and must: 

o bear reference to the column "number of supporting document" indicated in the final financial 
stalement to enable the Commission to associate them easily; 

o show date ofissue ofthe document; 
o indicate the amount. 

ln accordance wi th Council Directive 20061112/EC of 28111/06 value added tax (V A T) is a non-eligible 
cost unless the beneficiaries can show that they are unable to recever it. It should be noted that V ATpaid 
by a Member State public body1 (for example, aministry or other authority) to operators who are subject 

1 ln accordance with Council Directive 2006/112/EC of28/ll/06, stales, regional and local govemment authorities 
and other bodies govemed by public law shall not in theory be regarded as taxable persons in respect of the 
aclivities or transactionsin which they engage as public authorities. · 
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to VAT (when purchasing goods l supplying services within the framework of the imp Jementation of the , 
co-financed action), is not eligible. The VAT thus colleeted by operators liable for tax will in fact be 
retumed to accounts of the Member State of the public body, Therefore if costs charged to the action 
comprise V A T, evidence in the form of an officjal document. from the gppropriate tax authority, certifying 
that the organisation is unable torecover VAT directly or indirectly (ef. Article 11.14.4) must be provided. 

In aceordanec with Art. 11.20.2 of the Grant Agreement, the beneficiaries shall keep at the Commission's 
disposal ali original documents, especially acecunting and tax records, or, in exceptional and duly justified· 
cases, certified copies of original documents relating to the agreement, siored on any appropriate medium 
that ensures their integrily in aceordanec with the applicable national legislation, for a period of fi ve years 
from the date of payment of the balance specitied in Artici e 1.5. 

• An electronic version (USB memory stick or CD-Rom) of the narrative report (Word document), the 
summary (Word document) and the final cost stalement (Excel document). 

•· A formal request for final payment - Excel file to be downloaded from the website of the 
Commission, DG Home Affairs: 

http://ec.europa.eu/home-affairs/funding/cips/call l O 129/call l O 129 en,htm 

• A stalement showing the amount of interest or equivalent benefits generated by pre-finaneing 
payrnent. 
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ANNEXIV 
MANDATE 
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Municipality of Bodapest 
V iu:oshaz u. 9-l J. 
1052 Budapest -Hungary 
VAT number: 15490012-241 

("the co-beneficiary"), represented for the purposes of signature of this mandate by István 
TarlósiMayor 

of the one part, 

and 

Comone di Müano 
Piazza Scala 2 -
20121 Milano-ITALY 
VAT number: 019925158 

hereinafter called ''the co-ordinator", represented for thepurposesof signature of the agreement by 
• Mr. Tullio Matrangelo, Central Director for Security 

of the other part, 

HAVEAGREED 

For the purposes of the implementation of the agreement System of Maps Assessing Risk of 
Terrorism agalust Critieal Infrastruetures in Big Events Rallies HOME/1010/CIPS/AG/025 
between the European Comrnission and the co-ordinator, 

The following: 

l. The co-beneficiary grants power of attomey to the co-ordinator, to act in his name and for 
his account in signing the above-mentioned agreement and its possihle subsequent riders 
with the European Commission. Accordingly, the co-beneficiary hereby mandates the co­
ordinator to take fuiilegal responsibility for the implementation of such an agreement. 

2. The co-beneficiary hereby confirms that he has taken carefui note of and accepts ali the 
provisions of the above agreement with the European Commission, in particular ali 
provisions affecting the co-beneficiary and the co-ordinator. In particular, he acknowledges 
that, by virtue of this mandate, the co-ordinator alone is entitled to receive funds from the 
Commission and distributc the amoonts corresponding to the co-beneficiary's participatien 
in the action. 

3. The co-benc:ficiary hc:reby agrees to do everything in his power to help the co-ordinator 
fuifil the co-ordinator's obligations under the above agreement. In particular, the co-
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beneficíary hereby agrees to provide to the co-ordínator whatever documents or 
ínfonnation may be required, as soon as possihle after receivíng the request from the co­
ordinator. 

4. The provisions of the above agreement, íncludíng this mandate, shall take precedence over 
any other agreement between the co-beneficiary and the co-ordinator which may have an 
effect on the implementation of the above agreement between the co-ordinator and the 
Commission. 

5. A copy of this mandate shall be annexed the above a greemen t and shall fonn an integral 
part ofit. 

SIGNATURES 

For the co-beneficíary For the co-ordínator 

-~~~.:\WI.~~~ .... 
[N ame/forename] [N ame/forename] 

~.-:.~.~~!-?!~:-? ..... 
[Function] [Function] 

[Signature] 

Done at W~~ 'I ... [Place], Done at .................. [Place], 

J~./.H .. j.?:..Q.IJ ........ [Date] ............................. (Date] 

In duplicate in English 
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Annex V 

Publicity on the grant given by the European Commission under the 

Specitic Programme 
"Prevention, Preparedness and Consequence Management of Terrorism and other Security­

related Risks" (CIPS) 

V.l. Information requirements for any communication or publication 

Where the beneficiaries are involved in visibility activities they shall inform the public, presS.~nd 
media of the action (internet included), which must, in conformity with Artici e II. 5 of th'b,!l:'rlnt 
Agreement, visibly indicate the mention: ,( , · 

"With the support of the Prevention, Preparedness and Consequence Management of Terrorism'a(i"ii,<ither 
Security-related Risks Programme ·~~~-,) 

European Commission - Directorate-General Justice, Freedom and Secur.· 

The following graphic logos shall be used: 
In colour: 

t"'L 
A ~y 

/'' ~~ 
tt0:;z,J' 

,tllf~ 1:0-
}{,, AlJ,, 

"With the support of the Prevention, Preparedness M~tpJgement of Terrorism and other 
Security-related Risks Programme/';·~"' 

European Commission- Directorate-General Justicf#;rlf.Mdom and Security" 
"'''0 ~" 

~tyyftP') 
;lJ 

Monochrome: 

"With the support of the Prevention, Preparedness andi!o~J;Sequence Management oJTerrorism and other 
Security-related Ns·Programme 

Euro eun Comtnission - Directorutef'Gittt'eral Justice, Freedom and Securi " 

The logo must always be followed by the teXt~lldicated above. Logos without the wording mentioned 
abov~, .r~ strictly forbidden. 

V.2. Publications 

Where the action 
indicated: 

is a publication, the following mention must also be 

"This project has beenfunde . h the support of the Prevention, Preparedness and Consequence Management 
of Terrorism and other ~ii~ur;ity:.related Risks Programme European Commission - Directorate-General Justice, 

Freedom and Secar,liJ•,.·This publicalion {communication{ rejleels the views only of the author, and the 
Commission canndt'tlf ~ld respansib/e for any use which may be made of the information confained therein ", 

which togeth/~~tl~ the graphic logos shall appear on the cover or the first pages following the 
editor' s "\~l)tio!f. 

The tcf<(~icaÍ specifications for Publications - Colour and monochrome printing of the EU tlag 
l',, 'i1Y 

can "bé'downloaded from the webpage of the Commission 
?1, ! 

httir:deuropa.eu/abc/symbols/emblem/download en.htm 

V.3. U se of signs and posters 
If the action includes events for the public, signs and posters related to this action shall be 
displayed. This shall incJude the logos and texts mentioned under paragraph V.L Authorisation to 
use the logos implies no right of exclusive use and is limited to this agreement. As the action is 
co-financed, the importance giv en to the above-mentioned publicily must be in proportion wi th 
the level of Union financing. 




